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2. Installing SpiraTeam®

This section outlines how to prepare your system for installation of SpiraTeam®, how to actually install
the software using the provided installation package, and finally how to ensure that your web-server is
correctly configured to ensure secure operation.

The first sub-section will outline what hardware and software configurations are supported and the exact
installation sequence for the different versions of Windows Server. The second sub-section will explain
how to load the SpiraTeam® software onto the server, and discuss common problems and solutions.

The minimum hardware and software requirements for running the SpiraTeam® system are:

Server Requirements

Requirement Minimum Specification

Processor: Intel® or AMD® x86 or x64 compatible processor
Memory: 2 GB, 4 GB recommended

Operating System: Windows Server 2016 (recommended)

Windows Server 2012 R1 & R2 (recommended)
Windows Server 2008 R1 & R2
Windows 10, 8, 7 (for demoing)

Database: Microsoft SQL Server 2016

Microsoft SQL Server 2016 Express Edition
Microsoft SQL Server 2014

Microsoft SQL Server 2014 Express Edition
Microsoft SQL Server 2012

Microsoft SQL Server 2012 Express Edition
Microsoft SQL Server 2008 R2

Microsoft SQL Server 2008 R2 Express Edition

Web Server: Internet Information Services (11S) 7.0 or higher
ASP.NET Web Extensions 4.0 or higher

Client Requirements

Requirement Minimum Specification

Web Browser: Microsoft Edge

Internet Explorer 10.0+

Mozilla Firefox

Google Chrome (Desktop and Android)
Apple Safari (Desktop and iOS)

Opera

Other Components: Microsoft Excel 2003+ (optional)
Microsoft Word 2003+ (optional)
Microsoft Project 2003+ (optional)

*Note that SpiraTeam® can be loaded onto either Windows Server or workstation editions, provided that
the 1IS web-server is installed and that SQL Server is available as a database engine. However, Windows
workstation editions can only support a maximum of 5 concurrent user web sessions. In general, unless
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there are only going to be a couple of client machines hitting the server, we recommend using Windows
Server.

2.1. System Prerequisites

Assuming that you have already installed the appropriate version of Microsoft Windows onto your
computer (or that has been pre-installed for you), you need to then make sure that the various
prerequisites have been correctly added to your installation before trying to install SpiraTeam®. The
SpiraTeam® installer will check to ensure that the various prerequisites are in place, and will abort the
installation if any are missing, indicating to you what action needs to be taken.

We recommend that you install / configure the prerequisites in the following order:
i Install the .NET Framework v4.0
i Install SQL Server 2016, 2014, 2012, 2008
i Install the latest version of Internet Explorer that your server OS allows
i Ensure that lIS is installed

I Ensure that ASP.NET 4.0 is enabled

2.1.1. Install the .NET Framework v4.0

On Windows Windows 7 and Windows 2008 Server installations, Microsoft .NET Framework v4.0 is
usually installed as part of the factory configuration, whereas on earlier operating systems, you might
need to manually add the .NET 4.0 components to the factory configuration. On Windows 8, 10 and
Server 2012, 2016, Microsoft .NET Framework 4.5 is installed which is fully compatible.

To see which version of the Microsoft .NET framework installed, open up Windows Explorer® and
navigate to C:\WINDOWS\Microsoft. NET\Framework and then the subfolders listed will indicate which
version(s) of the framework you have installed:

=l [} Microsoft.MET

+ ) assembly

=I |} Framework
) v1.0.3705 NET Frameworks
w1l 1.4322 ~1.0, 1.1, 2.0, 3.0,
I v2.0.50727 3.5 & 4.0 are installed

I w3.0
I w3.5
) v4.0.30319

To install the .NET Framework, launch Internet Explorer and enter the URL:
https://www.inflectra.com/CustomerArea. Once you havelogged-i n t o t he customer ar
Downl oadso section there wildl be hyperl i ke NED dow
Framework (version 4.0 at time of writing). Click on the option to download and install the .NET

Framework, and follow the instructions provided. Once you have completed the install, verify that the
installation was successful by lookinginthe A Admi ni strative Toolso folder
need to make sure that .NET 4.0 has been installed if necessary.

Please make sure that the Full .NET 4.0 Framework is installed and not just the .NET 4.0 Client Profile.
You can check which is installed by going to Start > Control Panel > Programs & Features and then
looking for the different .NET 4.0 Framework components that are installed:
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https://www.inflectra.com/CustomerArea

_.?'- Microsoft MET Framework 4 Client Profile
—-?‘-Micrusuf‘t MNMET Frarmework 4 Extended
8| Microsoft .NET Framework 4 Multi-Targeting Pack

I f you only see the fAiMicrosoft . NET Framework 4 CI
Extendedo, then you need to install the addilasednal
applications such as SpiraTeam to run.

2.1.2. Install SQL Server 2016, 2014, 2012, or 2008

Install the appropriate version of the database software, following the instructions provided with the
installation. We recommend SQL Server Express Edition® for most users. This free version of SQL
Server will offer sufficient performance for most installations and can be easily downloaded from either
the customer area of our website (http://www.inflectra.com/CustomerArea) or directly from the Microsoft®
web-site at http://www.microsoft.com/express/sql.

2.1.3. Install Internet Explorer

Install the latest version of the Internet Explorer web browser that is supported by your version of
Windows. You are free to use Internet Explorer, Mozilla Firefox, Apple Safari, Google Chrome or Opera
with SpiraTeam®. Other browsers may work with SpiraTeam®, but they have not been exhaustively
tested for compatibility by Inflectra®.

2.1.4. Ensure that lIS is installed

On Windows Server OS installations, IIS is usually installed as part of the factory configuration, whereas
on Windows workstation OS installations, you typically need to manually add the components to the
factory configuration. The steps that you need to take to verify its installation are listed below:

To check if you have IIS installed, click Start > Control Panel > Administrative Tools. Under the
AAdmini strative Tools foldero, you s hoylISdMasagee .anl fi
you donét see this i coeadfoaddhiRtoyourtompoteans t hat you ne

. Lo
2] Event viewer

__—£| Group Palicy Management

',r_g Internet Information Services (1133 6.0 Manager
|'¢?3 Internet Information Services (115 Manager "f— Indicates that IIS is installed
& i5CSI Initiatar

-i?l Local Security Policy

| Memory Diagnostics Tool

a) Windows 7

To install IS on Windows 7, you need to click Start > Control Panel > Programs and Features, then
choose the option to ATurn Windows features on or
can be configured on the server:
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|5 Windows Features ‘i@lﬂ_hj

Turn Windows features on or off o

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

+ [] ). FTP Server -
3 Web Management Tools
= . World Wide Web Services

= . Application Development Features

NET Extensibility
ASP =
ASPMET i
[ cal
ISAPI Extensions
ISAPI Filters
Server-Side Includes
I = Common HTTP Features I
Default Document
Directory Browsing
HTTP Errors

HTTP Redirection
Static Content
WebDAY Publishing
T Health and Diannnctice

OEEEE

Cancel

b

b) Windows 8, Windows 8.1

On Windows 8 or 8.1, to install 1S, you need to click Start > Control Panel > Programs and Features,
then choose the option to ATurn Windows features o
roles that can be configured on the server:

! Windows Features = B

Turn Windows features on or off @

To turn a feature an, select its check box, To turn a feature off, clear its
check b & filled box means that only part of the feature is turned on,

| ASPMET 45 A
) [m] || WCF Services
[[] |} Active Directory Lightweight Directary Services

w1 [ ] Hyper-y
J Internet Explorer 10
o [m] | Internet Information Services

# [ | FTP Server

+ [m] || Web Managernent Taols

= [m] | vidorld Wide Web Services
# [m] | Application Developrnent Features
£ IE‘ ; Cormmon HTTP Features
5[] Health and Diaannstics

¢) Windows 10

On Windows 10, to install IS, you need to click Start > Control Panel > Programs and Features, then
choose the option to ATurn Windows features on or
can be configured on the server:
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[F Windows Features — O et

Turn Windows features on or off 7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

7 [m] MET Framework 3.5 (includes \MET 2.0 and 3.0) ~
T MET Framework 4.6 Advanced Services
[]  Active Directory Lightweight Directory Services
[] | Embedded Shell Launcher
+ Hyper-Y
Internet Explarer 11
S5

7 [ 1 | FTP Server

+ M  Web Management Tools

o W] | World Wide Web Services

] | Internet Information Services Hostable Web Core

1 lznlated Lser BMode >

Cancel

Make sure that the following features are enabled within the 'Internet Information Services' folder:

| WebManagement Tools
w lISManagement Console
w 1IS Management Service
i World Wide Web Services
w Application Development Features
i .NET Extensibility 3.5
i .NET Extensibility 4.6
I ASP.NET 3.5
! ASP.NET 4.6
i ISAPI Extensions
| ISAPI Filters
w Common HTTP Features
i Default Document
i Directory Browsing
i HTTP Errors
I HTTP Redirection
| Static Content

In the same panel (‘'Turn Windows Features on or off') you also need to check that the following features
are enabled in the "NET Framework 4.6 Advanced Services' folder:
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[l Windows Features — O >

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

[m] = .NET Framework 3.5 (includes .NET 2.0 and 3.0) ~
= MET Framework 4.6 Advanced Services
ASP.NET 4.6
= WCF Services

Message Queuing (MSMQ) Activation
Named Pipe Activation

TCP Activation

TCP Port Sharing

[ ] Active Directory Lightweight Directory Services
[ 1 Embedded Shell Launcher
L] Hyper-v
Internet Explorer 11 o

Cancel

i .NET Framework 4.6 Advanced Services
w ASP.NET 4.6
w  WCF Services
i HTTP Activation
| TCP Port Sharing

To verify that this IIS is now installed, type http://localhost into the address bar of Internet Explorer on
your computer. You should see a screen displaying the initial 1IS startup page:
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http://localhost/

B 15 Windows

€ > 0

X IS5

| localhost

B8R Windows

Internet Information Services

Welcome

&>z# Benvenuto #nuo

L & b'. Bienvenido Hos geldiniz

Bem-vindo “
KaAwg
Vitejte OploOTe

Microsoft

d) Windows Server 2008 / 2008 R2

On Windows Server 2008, y ou
choose the option
bring up the role configuration screen:

Select the role services tao install For \Web Server (11S):

Role services:

|»

= Camrmon HTTP Features (Inskalled)
Skatic Conkent (Installed)
Default Document (Installed)
Directory Browsing (Inskalled)
HTTP Errors (Installed)

HTTP Redirection {Installed)
= [E application Development (Installed)
ASPLMET (Installed)

MET Extensibility {Installed)
[ asp
[ car
I5APT Extensions {Installed)
ISAPI Filkers (Installed)

] server Side Includes
[E Health and Diagniostics (Installed)
Security (Installed)
Performance (Instaled)
2 [E Management Tools (Installed)
115 Management Consale {Installed)
115 Management Scripks and Toals {Installed)

fil = =i b Coentime (Temmkellmodt

More about role services
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Make sure that the following features are enabled:

I Common HTTP Features
w Static Content
w Default Document
w  HTTP Errors
w HTTP Redirection
i Application Development
w  ASP.NET
w .NET Extensibility
w ISAPI Extensions
w ISAPI Filters
| Management Tools
w |IS Management Console
w IS Management Service

To verify that this IIS is now installed, type http://localhost into the address bar of Internet Explorer on
your computer. You should see a screen displaying the initial 1IS startup page:

Benvenuto

Welkom
internet information services

H.os Geldiniz Hgguq

e) Windows Server 2012, 2016

On Windows Server 2012 0r 2016, you need to click on Server
heading, choose the option to AAdd Roleodo foll
i N e x t ring up the rble configuration screen:

Man a
owed
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http://localhost/

Roles Description

Volume Activation Services (Not installed) Application Development provides
4 W] Web Server (II5) infrastructure for developing and
4 Web Server hosting Web applications. Use these
4 [m] Common HTTE Featuras features to create Web content or
Default Document extend the functicnality of IS, These
Directory Browsing technologies typically provide a way
HTTP Errors to perform dynamic operations that
Static Content result in the creation of HTML
HTTP Redirection output, which IS5 then sends to fulfill
WebDAV Publishing (Mot installed) client requests.
I [m] Health and Diagnostics
I [m] Performance
(W] Security
.m

MET Extensibility 3.5

MET Extensibility 4.5
Application Initialization (Not installed)
ASP (Mot installed)

ASPJNET 3.5

| < Previous | | Mext > | Remaove Cancel

Make sure that the following features are enabled:

I Web Server (lIS)
w  Web Server
I Common HTTP Features
w Default Document
w  Directory Browsing
w HTTP Errors
w Static Content
w HTTP Redirection
i Application Development
w .NET Extensibility 3.5
w .NET Extensibility 4.5
w ASP.NET 3.5
w
w

ASP.NET 4.5
ISAPI Extensions
w ISAPI Filters
I Management Tools
w |IS Management Console
w |IS Management Service
I .NET Framework 4.5 Features
w .NET Framework 4.5
w ASP.NET 4.5
w  WCF Services
I HTTP Activation
| TCP Port Sharing

2.1.5. Ensure that ASP.NET is installed

Now that you have both IIS and .NET installed, you need to make sure that the Active Server Pages
(ASP.NET) components that allow IIS to access the .NET framework have been correctly configured. If
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you installed .NET after 1IS then ASP.NET is typically configured for you, but if you installed 11S
afterwards, then further manual steps may be necessary.

To verify that ASP.NET has been correctly configured, click on Start > Control Panel > Administrative
Tools > Internet Information Services (1IS) Manager to launch the IIS administrative console:

Connections -
- @ YM-WIN2012 Home
- 2]
&5 Start Page =
Filter: A G i Show All | G by - 55~
#[85 UMWINZOZ (NFLECTRAN | R iy fvex
-2} Application Poals ASP.NET ~
»-[&] Sites = e E| & o=
2 < ¢ 9 = w B @ & &
MET MET MET Etror NET JMET Trust  &pplication  Connection Machine Key  Pages and Prowviders  Session State SMTP E-rnail
futhorizat.. Compilstion  Pages  Globalization  Levels Settings Strings Contrals
s ~
2 @ le B A oy € 8 9§ B
e} 2 (V] oy 04 =l 199 = o = |
Authentic.., Compression  Default Directary  Error Pages Handler HTTP HTTP I1S8P1and  ISAPIFilters Logging  MIME Types
Document  Browsing Mappings  Redirect  Respon.. GGl Restri..
o . - p
=%>ﬂ = = &
& = o= R iy
Fodules Output Request Server Warker
Caching Filteting Certificates  Processes
Management -
B &
Configurat.,  Feature Shared
Editor Delegation  Configurat...
You should see a section called AASP. NETO occupyin

need to go back to section 2.1.4 and make sure that you chose the option to install ASP.NET when
installing I11S.

2.2. Installing the Software

Now that all the prerequisites have been correctly installed, you are now ready to install SpiraTeam® onto
your system. To perform the installation, you will need the installation package downloaded from the
Inflectra® website, the name of the organization that the software is licensed to, and the actual license key
code which will be available in the customer area of the Inflectra® website.

To start the installation, double-click on the SpiraTeam® installation package (it will have a filename of the
form Spira TestPlanTeam -vX.X.X.X .msi ), and the Windows Installer will display the following dialog
box:

ﬁ SpiraTeam Setup

Welcome to the SpiraTeam
Setup Wizard

The Setup Wizard will install SpiraTeam v5.1.0.0 on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

rnﬂecfro
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If you are upgrading from an earlier version of SpiraTeam®, the dialog box will be similar except that it will
instead let you know that you are upgrading from an earlier version to the current one:

Welcome to the SpiraTeam
Setup Wizard

The setup wizard will upgrade the version of
Spiraleam on your computer to v5.2.00.
Click Next to continue or Cancel to exit the
Setup Wizard.

inflectra,

In this instance the installer will update the program files on your computer and migrate your data into the

new version seamlessly. If for anyreasonyoud on 6t see t he u @agiyo Have amexsteiq g e
install ati on, don &dntactnfiectrafaustgmerbsupport finss Thes wvitl ensure that

your existing data is not overwritten by a clean install.

In the case of an upgrade, the system will make a temporary backup of your database to the

C:\ Users \ [UserName] \ AppData \ Local \Inflectra  folder, so you need to make sure you have at least twice
the disk space available on the C:\ drive as the size of your existing database. If you want to specify a
different temporary location, please set the TST_WORKING_FOLDER Windows® environment variable
to the location you wish to use instead.

In either case, click the MNextdbutton to start the installation wizard which will gather information from you
regarding how you want to setup the system, before actually installing the web-server files and database
components. The next page of the installation wizard will display a list of all the required pre-requisites
and whether the installer could find them or not:

ﬁ SpiraTeam Checking Prerequisites X
Verifying Prerequisites T =
Checking to make sure prerequisites installed Sp”’g QOJ l I

The list of prerequisites is displayed below. Please fix any errors before continuing with
the installation. Please click on the details button to learn how to correct.

@ Microsoft Internet Information Services (Web Server) Details
@ Microsoft ASP.NET Web Server Extensions (4.0.30319) Details
@ Microsoft .NET Framework 4.0.30319 Extended Details

Ignore
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If any of the prerequisites were not correctly installed, the installer will display a red cross icon next to the
missing component(s). If this happens, please refer to section 2.1 for installation of any prerequisites. If
for any reason you have the prerequisite installed but the installer was not able to find it (this can
occasionally happen on certain environments), click the fignoredbutton to proceed with the installation.

Once the prerequisites have been correctly installed, clicking fiNextowill bring you to the next page in the
installation wizard:

ﬁ SpiraTeam License Agreement X
End-User License Agreement T ®
Please read the following license agreement carefully Sp”ra eOJ l l

End User License Agreement ~
INFLECTRA SOFTWARE END USER LICENSE AGREEMENT
IMPORTANT: THIS SOFTWARE END USER LICENSE AGREEMENT
(t EULA! ) IS A LEGAL AGREEMENT BETWEEN YOU AND
INFLECTRA. READ IT CAREFULLY BEFORE COMPLETING THE
INSTALLATION PROCESS AND USING THE SOFTWARE. IT
PROVIDES A LICENSE TO USE THE SOFTWARE AND CONTAINS
WARRANTY INFORMATION AND LIABILITY DISCLAIMERS. BY
INSTALLING AND USING THE SOFTWARE, YOU ARE CONFIRMING
YOUR ACCEPTANCE OF THE SOFTWARE AND AGREEING TO

<

()1 accept the terms in the License Agreement (7]

©§I do not accept the terms in the License Agreement

< Back Next = Cancel

The next screen in the installation wizard outlines the SpiraTeam® End User License Agreement (EULA).
Please read this carefully as it describes the legal contract between you i the user of the software i and
Inflectra® Corporation, the developer and publisher. Once you have read the agreement and understood
your rights and obligations, select the radio buttonmar ked @Al accept the ter ms
and click the iNextobutton.

The following screen will be displayed:

3 SpiraTeam Setup >
Choose the Product being Installed T ®
Choose the name of the product that you are installing: Sp”ra QOJ l l
® SpiraTest
Sp”’O Tes‘t‘ A complete quality assurance and test management
system with integrated defect tracking.
& SpiraPlan
Sp”’a P’On An essential tool for planning and managing complex
projects in a collaborative environment.
= SpiraTeam
Sp”‘O' Teqm Comprising SpiraTest and SpiraPlan in one integrated
suite, manages the complete application lifecycle.
@
< Back Next = Cancel
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You need to choose the product that you will be installing 1 SpiraTest®, SpiraPlan® or SpiraTeam®. This
is important because the license key for each product is different.

Once you have chosen the product, the following screen will be displayed:

ﬁ SpiraTeam Setup X
Customer Information T ?
Please enter your customer information S p”fol eOJ l l
User Name:
|Wind0ws User
Organization:
|Inﬂectra Corporation|
(Must match the Organization name the License was issued to)
License Key:
7]

You need to enter your full name, the organization that was issued the software license, and finally
the full hexadecimal license key that was provided with the software. Once you click iNextq the installer
will verify that all three were entered, and that the license key matches the product being installed and
that it matches the organization name. The installer will warn you of any discrepancies, but will allow you
to proceed; however after installation, the system will not operate until a correct license key is entered.

If for any reason you are unable to get the provided license key to work, please contact Inflectra®
customer support immediately and they will resolve the issue.
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After clicking Nextg you will be given the choice of installation to perform:

ﬁ SpiraTeam Setup x
Choose Setup Type T "
Choose the setup type that best suits your needs S pH’O' eoj i l

Complete Installation

Installs the full application and all the required database files.
Recommended for most users.

Application Only

Installs only the application program files. This is useful if you
already have the database installed on another server.

Custom Installation

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
users.

< Back lext = Cancel

By default, the installer will install all of the SpiraTeam® features onto the target system, so we

recommend choosingfi Comp | et e |whishtwdl bathanstall the @édomplete system i application

and database. For advanced users who want to change the folder to which the system is installed (by

default it is C:\ Program Files (x86) \ SpiraTe am), change the name of the database created (by

default it will be SpiraTeam) or to prevent the installation of the optional web-services data integration

modul es, you can dnstallatené Dpé¢i D8uswdmch all ows you t
prior to installation.

The AApplication Onlyo installation is useful when
but want to | eave the database installed on the sa
Onl yo i nst anew setver,and oreenthetinktalation is completed, change the name of the

database pointed to in the AWeb. Configo file to th

This manual assumes t hat optiohischésénimphichechse the follewing | | at i o
screen is displayed:
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ﬁ SpiraTeam
Select A Virtual Directory

Select the web site virtual root

below.

spira Team

This will install SpiraTeam in the following virtual directory.

To install to this virtual directory, click "Mext". To use a different virtual directory, enter the name

®

Virtual Directory |SpiraTeam

Cancel

< Back

This screen allows you to change the name of the web-site URL that will be user to access the system.
By default, users would need to type into their browsers: http://Gserver namedSpiraTeam. Should you
want to have a different name 1 other than SpiraTeam i change the name in the Virtual Directory box,
otherwise simply accept the default name and click iNexta Note: The installer will check to make sure that
the name you have chosen is not already in use, and will warn you if it is.

Upon clicking Nextg you will be taken the database connection screen:

ﬁ SpiraTeam
Select A Database

Select the database to install on

®
spira leam

X

The installer will now collect the information about your SQL Server database.

Please enter the name of the database server, and the login/password for a system-administration
account that will be used to create the database objects.

O SQL Server Authentication

(@ windows Authentication
Server |GALLIFREY\SQLEXPRESS
Login |sa
Password |

[“]nstall Sample Data

Cancel

< Back

You can connect to the SQL Server database using either Windows Authentication or SQL Server

Authentication, and the process is slightly different for each mode:

© Copyright 2006-2018, Inflectra Corporation
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2.2.1. Windows Authentication

This is the easiest option when the application and database will be residing on the same server. In this
case, choose the AWindows Authenticationdo option a
case, the installer will connect to the database using your current Windows login to create the application
database objects, and SpiraTeam® will connect to the database during normal operation using either the
ASPNET or NETWORK SERVICE Windows accounts (it depends on the version of the operating

system).

2.2.2. SQL Server Authentication

This is the easiest option when the application and databases will be residing on different servers across

the net wor k. I n this case, choose ASQL Server Auth
Database Owner (DB-Owner) permissions i e.g. the built in System Administrator (SA) account. The

installer will use this DB-Owner account to create the database objects, and SpiraTeam® will use a

special login (called SpiraTeam by default) for normal application operations.

2.2.3. For Either Mode

Int he fiServerd box, you need to enter the name of t
your system; the installer will default it to the hostname of the server (which in many cases will be

correct). The easiest way to find out the database server name is to open up the SQL Server

Administrative console (typically by clicking Start > Programs > Microsoft SQL Server > Enterprise

Manager) and look for the name of the server.

For SQL Server 2005/2008 Express edition installations, the Server name is usually the name of your

computer f WBIQLEWXPREKBLSYSOA so for example, i f your corn
server name would be MyComputer\SQLEXPRESS. Omitting the second part (called the instance name)
would | ead to a fAhost not foundod error.

You can also choose whether to install the sample projects or not i typically we recommend installing the
sample projects for evaluation installations and excluding them for production installs.

Once you have entered the various pieces of information, click iNexta The installer will attempt to connect
to the database using the provided information, and it will display an error message if any of the
information is incorrect. Assuming the information is correct, the following screen will be displayed:

n d

en:

hpu




73 SpiraTeam - X

Advanced Database Configuration ®

Please specify the following database options Sp”rO TeO m

The installer will now let you specify the advanced database configuration settings.

Please choose the name of the database login, database name and database user that will be
created by the installer.

SQL Server Login |r IT AUTHORITY\NETWORK SERVICE
Database Name |S|JiraTeam
Database User |SpiraTeam

This page lets you customize the name of the database login, database name and database user that the
application wil/ create. I f you chose the fACustom
theywillberead-onl y. Al so if you chose AWindows Authentic
set to the built-in Windows account associated with ASP.NET for the specific operating system being

installed on (and cannot be changed). Once you have reviewed this page and made any changes, you

should click iNextoto proceed:

ﬁ SpiraTeam Setup X

Ready to Install

Lt
The Setup Wizard is ready to begin the Complete installation Sp”fo TQOJ l l

Click Install to begin the installation. If you want to review or change any of your installation
settings, click Back. Click Cancel to exit the wizard.

< Back Install Cancel

Click the filnstallo button to actually begin the process of installing SpiraTeam® onto your system. If you
are installing SpiraTeam® onto a version of Windows that has the User Access Control (UAC) enabled,
then you will first be prompted to confirm that you want to install a new piece of software. Click the option
that confirms you want to proceed with the install:
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@ User Account Control E

Do you want to allow the following program to install software on this
= computer?

@ Program name:  d4fbzzcl.msi
Werified publisher: Inflectra Corporation

5

Change when these notifications appear

Clickthei Yes o button to confirm that you want

The installer will then display a progress bar that gradually fills as the installation proceeds:

ﬁ SpiraTeam Setup s

Installing SpiraTeam Spfro' Teo m

Please wait while the Setup Wizard installs SpiraTeam. This may take several
minutes.

Status:

Once the installation is complete, the following message will be displayed:

ﬁ SpiraTeam Setup

Completing the SpiraTeam
Setup Wizard

Click the Finish button to exit the Setup Wizard.

mﬁecfro
< Back Cancel

Click the fFinishobutton to complete the installation.
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Congratulations! You have successfully installed SpiraTeam® onto your system. If you type
http://localhost/SpiraTeam into your browser you should see the SpiraTeam® login page, as illustrated in

the SpiraTeam® User Manual. I f for any reason you donoAppendixdd t he
T Troubleshooting IS or contact Inflectra® Technical Support using one of the methods described at our

website http://www.inflectra.com/Support.

2.3. Security Considerations

The Microsoft Internet Information Services (IIS) web-server and SQL Server database are powerful tools
to managing web-based applications. However it is important to make sure that they are correctly secured
to prevent unauthorized access to applications being hosted on them. This is a fast-changing field and
beyond the scope of this guide to address, however we recommend reading the following article for
details on how to secure IIS:

http://www.iis.net/learn/manage/configuring-security

In addition to the steps outlined in this article, it is important to note that by default, all web pages served
by 1IS using the HTTP protocol are unencrypted, and as such, the usernames and passwords used by
SpiraTeam®to log into the application can be read by network sniffing tools. If you are using SpiraTeam®
purely within an intranet environment, this may not be an issue. However, if you are externally hosting
SpiraTeam® onto a publicly accessible website, we recommend installing a Secure Sockets Layer (SSL)
encryption certificate, and restricting all web-traffic to the secure HTTPS protocol instead.
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3. System Administration

Now that you have successfully installed SpiraTeam®, this section of the guide outlines how to perform
the typical system-wide administrative tasks necessary for setting up projects in the system, managing
users and verifying the license information. To perform these tasks, you need to login to the system with a
username that has ifionyds tpeemm nAdsnsiinoidsshirmitB é rapecidalusiéa han
by the installer for this very purpose. You should initially login to SpiraTeam® with the username
administrator , and the password PleaseChange . It is recommend that this password be changed as
soon as possible to something that i s securieseeyet me mi
the SpiraTeam® User Manual for more details.

Once you have logged inasthead mi ni strator, you need t avhicdhktanbek t he| i/
found in the main SpiraTeam dropdown menu in the top-left of the screen:

O Library

My Page
My Timecard

Administration

This will display the Administration home page:

S v

My Page My Timecard Administration >

View / Edit Projects

The following projects have been created in the system. To edit an existing project, please click on the Edit’ link
To create a new project, click on the [Add] button

+ Add T Filter X Clear Filter

Project Name A ¥ Project Group A Y Creation Date A Y Active AY ID AY Operations

External Projects 1-Dec-2005 No PR & Select @ Edit [ Clone = X Delete

Internal Projects 12-Jan-2018 Yes PRI7 & select | [ Edit [ Clone % Delete

Library Informatian System Internal Projects 1-Dec-2005 = d & select [ Edit [)Clone X Delete
samole Ag Internal Projects 1-Dec-2005 Yes PRZ & select | [ Edit [ Clone % Delete

External Projects 1-Dec-2005 Yes PR3 & Select (@ Edit [ Clone X Delete

it Priorities

The Administration home page is divided into two main areas 1 the left-hand navigation bar that contains
links to all the available administration options (grouped under headings) and the main pane that displays
the available settings for the selected opt i o n . By default, the #AView/ Edit]|] Pr
will be displayed in the main pane.

The options available to you in the left-hand navigation bar will vary depending on your level of
administrative privilegesstidndtiyono hpwvievitlhegd syrsd rtme &,
be avail able, whereas if you are just a fAproject ojwn
project will be available.
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When you first install the system, the three main tasks you will need to perform as the system
administrator are:

1. Create a new project to use
2. Create the users that will be accessing the system
3. Add the users as members of the various projects.

These tasks typically need to be performed before any other users can use the system, since there will be
no logins or projects available other than the sample ones provided during the installation.

Each of the individual administrative options is described in turn below:
3.1. Projects

3.1.1. View/Edit Projects

The following screen is displayed when you choose
sidebar navigation:
View / Edit Projects

The following projects have been created in the system. To edit an existing project, please click on the 'Edit’ link.
To create a new project, click on the [Add] button.

4+ Add Y Filter % Clear Filter

Project Name A ¥ Project Group AW Creation Date AY  Active A¥Y DAY Operations
L & ~ PR
External Projects 1-Dec-2005 Mo PR4 I Salect # Edit [IClone ® Delete
Library Information System  Internal Projects 1-Dec-2005 Yes PR1 & Select ([ZEdit [DiClone X Delete
Internal Projects 1-Dec-2005 PR2 M select  [ZEdit [FClone X Delete
External Projects 1-Dec-2005 Yes PR3 I Salect # Edit [CIClone ® Delete

This screen displays the list of projects in the system (both inactive and active) together with their project
group, date of creation and active stat us-hand@blimaéri ng
the name of the project will change the currently selected project to one clicked, and any project-specific
administration tasks will be applied to this project.

You can filter the list of projects by either choosing an active status, project group, or entering a portion of
the name or date into the appropriate text box. When you click the fFilterobutton, the list of projects will
be filtered by the criteria you entered. You can clear the filter selection by clicking the fClear Filterso
button. To sort the list of projects, just click on the appropriate arrow icon located in the header row of
each field (one each for ascending / descending) In addition, the list of projects is paginated into groups
of fifteen (15). You can step through the different pages by clicking the page numbers at the bottom of the
project list.

To permanently delete a project, you shouldclic k t h e bButibe to #he righi of the project details.
This is irreversible and will delete all the artifacts associated with the project. If you want to temporarily
delete aproject, s et its Active flag to O6Nod ireuseitsaestdtcasesT o mal
releases, test sets and requirements,c | i ck t he ACopy o | i nNotetbatthiswdlnati gh
make a copy of any historical information, test runs or incidents.

To add a new project to the system, click the MAddobutton at the bottom of the project list, and a new
screen will be displayed that allows you to enter the new project information:

t




NeW PrOjECt Edit Project Details
4= Back To Project List

Please review the information listed below and make any changes if necessary.
Once you have finished, click [Save/Insert] to confirm them.

Project Name:”

Description:

a B I U I, ;= := oy e HE@E= @
o2 s
A

Project Group:” Default Group v
Web Site:
Template:” Default  Based on Existing Project

Legacy Application
Active:” Yes

insert R

You need to enter a name for the project (which cannot be the same as any already in use); select which
project group it belongs to and optionally enter a detailed description and/or web-site URL. You should
initially make sure that the project is marked as
Afdefault templated or t o us eUsnganexisiing prajentgs the templatect a
will copy across the workflows, user membership, custom properties, document types, document folders,
data synchronization and other configuration settings that you want to reuse in the new project. Once you
are satisfied with the information, click the finsertobutton to actually create the new project.

In a similar way, to edit the debutenihtke righf hara nolumrxof st i
the project list box, and you will be taken to the following screen that allows you modify the project details:
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Library Information System edit project Details
€ Back To Project List

Please review the information listed below and make any changes if necessary.

Once you have finished, click [Save/Insert] to confirm them

Project Name:" Library Information System
Description: o S e = ) -
: - B I UL == £ Y @ MEMm=- @
% | @ sourc
Sample application that allows users to manage books, authors and lending records for a typical branch
\brary
4

Project Group:* Internal Projects v
Web Site: www.libraryinformationsystem.org
Active:” Yes

m (7 anc{"

On this screen you can edit the name, description, project group, website URL and active status. Once
you have made the necessary changes, click the fiSavedbutton to commit them. If you decide that you
want to ignore the changes, click the fiCancelobutton and the changes will be discarded.

3.1.2. Edit Project Groups
The following screen is displayed when you choose
sidebar navigation:

Edit Project Groups

The following project groups have been created in the system. To edit an existing project group, please click on the "Edit’ link.
To create a new project group, click on the [Add] button.

+ Add T Filter % Clear Filter

Project Group Name A ¥ Web Site A ¥ Default AW Active AY ID AY  Operations
Ay v Any v PG
Yes Yes PG1 @ Edit
No es PG3 @ Edit X Delete
11 Proj htp:/vwww f y g% No Yes PG2 ZEdit | X Delete

This screen displays the list of project groups in the system (both inactive and active) together with their
web site URL, date of creation and active status. Project Groups are used to relate projects that are in the
same department/division/organization or are for a common customer, client, etc. When projects are in
the same group, a user that is a member of the project group can see the special Project Group
Dashboard that displays key metrics from all the projects in the group combined. Also such users will
have observer-level access to the contained projects without needing to be explicitly added to each
project.
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You can filter the list of project groups by either choosing an active status, or entering a portion of the
name, web-site or date into the appropriate text box. When you click the fFilterdbutton, the list of project
groups will be filtered by the criteria you entered. You can clear the filter selection by clicking the fClear
Filtersobutton. To sort the list of project groups, just click on the appropriate arrow icon located in the
header row of each field (one each for ascending / descending) In addition, the list of project groups is
paginated into groups of fifteen (15). You can step through the different pages by clicking the page
numbers at the bottom of the project list.

To permanently del ete a pr oj e c tbuttgnrtosthe pight ofytre projecth o u | d
group details. Any projects contained in the group will not be deleted, but instead just moved to the

default project group. There has to be at least one project group in the system at all times, so the project
group designated as the 6defaultd one wildl not be

To add a new project group to the system, click the fAddobutton at the bottom of the project group list,
and a new screen will be displayed that allows you to enter the new project group information:

New Project Group project Group Details
# Back To Project Group List

Please review the information listed below and make any changes if necessary.
Once you have finished, click [Save/Insert] to confirm them.

Name:*
Description: at B I U I, ;= := E Y @ HEmE= @
o2 Bs
4
Web Site:
Active:” Yes
Default:” Yes

You need to enter a name for the project group and optionally enter a detailed description and/or web-site
URL. You should initially make sure that the proje
choose to make this project group the default one (meaning that it cannot be deleted and projects get

added to it when their groups are deleted). Once you are satisfied with the information, click the finsertd

button to actually create the new project group.

In a similar way, to edit the det aibuttenimtterighthand x i st i
column of the project group list box, and you will be taken to the following screen that allows you modify
the project group details:
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|ntema| prOJECtS Project Group Details
€ Back To Project Group List

Please review the information listed below and make any changes if necessary.
Once you have finished, click [Save/Insert] to confirm them.

Name:" Internal Projects

Description: mat

3 | B Source

w
b~
(]
i~
x
i
]
;
"

M = LDEE=- @

Contains the library project and sample application one

4
Web Site: www.libraryinformationsystem.org
Active:” Yes
Default:” No
m Cancel
User Membership Project List

E Save 4= Add X Delete

v Full Name User Name Project Group Role
Fred Bloggs fredbloggs Group Owner v
System Administrator administrator Group Owner v

On the top part of this screen you can edit the name, description, website URL, active status and default
status. Once you have made the necessary changes, click the fSavedbutton to commit them. If you
decide that you want to ignore the changes, click the AiCancelobutton and the changes will be discarded.

In addition, the lower part of the screen allows you to view/edit the users that are members of the group
and also see which projects are in the group:

a) Group User Membership

This tab allows you to see which users are members of the group and which group role they have:

User Membership Project List

B Save < Add X Delete

v Full Name User Name Project Group Role
Fred Bloggs fredbloggs Group Owner ™
System Administrator administrator Group Owner i

The two project group roles are fAExecutiveodo and 0G

I Executive i This role allows the user to see the dashboard for this project group, which contains
all the key metrics for the contained projects displayed in an aggregated manner. Please see the
SpiraTeam User Manual for more details on this dashboard. In addition, the user is automatically
granted 6observerd permissions for all the pro

O |



I GroupOwneri This role consists of all the permissiQ
but in additional allows the user to make changes to the Project Group itself in the Administration
section.

To change the role of an existing project group member, just change the role in the drop-down list and
click [Save]. To remove a member from the group, just select the appropriate checkboxes and click
[Delete]. Finally, to add a new user to the group, click on the [Add] button:

Internal PrOJeCtS Add Project Group Membership
&= Back To Project Group Membership

The following users are NOT members of this project group.
Please select a role for the users you want to add to the project group and click [Add]:

Y Filter x Clear Filter + Add x Cance
First Name AW MIAY Last Name AW User Name AW IDAY Project Role
us

Amy E Cribbins amycribbins usia ---Select Role - W
Bernard P Tyler bernardtyler Us11 Select Role W
Donna W Harkness donnaharkness Usé Select Role W
Henry J Cooper henrycooper usiz2 -—-Select Role - “
Jack Van Stanten jackvanstanten Us7 Select Role W
loe P Smith joesmith Us3 —Select Role — ™)
Martha MNoble marthanoble uUs1o Select Role

Ricky Pond rickypond uUss - Select Role —- W
Rory Jones roryjones use Select Role w
Rose T Smith rasesmith Uss Select Role W

You now should narrow down the list of users by entering filter criteria and clicking [Filter]. Once you have
located the appropriate user(s), just select a group role for them from the drop-down list and click [Add] to
add them to the group in the specified role.

b) Group Project List

This tab allows you to see the list of projects that are contained within the current group. Clicking on the
name of the project will take you to the details page for that project:

User Membership Project List
Project Name Web Site Creation Date Active ID
1-Dec-2005 Yes PR1
1-Dec-2005 Yes PR2

3.1.3. Project History

This page displays a list, by default in chronological order, of changes made to items within the selected
project.
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At this time, only changes made to Requirements, Tasks, Incidents, Test Cases, Test Steps, Test Sets,
Releases, and Automation Hosts are recorded. Certain changes are to these artifacts are not recorded,
such as location changes (indenting, outdenting), and comment additions.

Library Information System Project History Changes  change project

This page lists all the changes that were made in the selected project. To view the details and optionally restore or purge a specific changeset
artifact, click the

To revert multiple items at once, select the checkboxes and then click the "Revert” button. If you select multiple ct

t ID number

for asingle

artifact, changes will be rolled back to the earliest changeset. You cannot roll back an Added, Purged, or Rollback ¢

2 Refrest Y Apply Filter ® Clear Filter # Revert M Purge A
ng 1-15 out of 67 ite
« ChangelD AY Change Date AV  Changed By AW Artifact Type AW Artifact ID AW Artifact Name A Y Change Type AY Signed
v A v A v Any v
trator Test Rur

Requirement

Requirement 37

Show 1 V' rows per page « < Displaying page mof Sk

There are a handful of change types recorded and displayed here:

1 Modified: The most common, this means that one or more fields in this artifact were changed.
Note that if a standard field and a custom field were changed at the same time, it will generate
two separate entries, one for the standard fields, one for the custom fields.

1 Added: This means that this artifact was added, created in the system, either by using the New
menu option or by copying. Pasting an item that was cut will not result in an Added entry being
created.

1 Rollback: This items means that the artifact was rolled back to a specific event in the history.
91 Deleted: This entry is created when an artifact is deleted from the system.

1 Undelete: This entry is created when an artifact was deleted and then undeleted, making it live in
the system again.

1 Purged: This entry is created (and all other history items are removed) when a deleted artifact is

purged from the system. Purged items are removed from the database, and cannot be recovered.

Note: When upgrading from a version before v3.1, each individual field changed will be considered a
unigue change, due to how previous versions recorded history. However, as soon as the application is
upgraded, simultaneous changes will be grouped together based on their last-update date.

This screen allows the administrator several options:

1 Viewing Details: The detail screen for each change set can be viewed by clicking on the change
ID #. This will take you to the history details screen, described below.
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1 Revert: This button will roll back all items in the list that are checked. You must have at least one
row checked to revert. See the section on reverting below.

91 Purge All: This button will permanently purge all deleted items from the database. Once items are
purged, they cannot be restored.

3.1.4.1. History Details Screen
The history details screen displays information on the selected change set:

Library Information System History Details  change project

The details for this changeset are listed below.

€ Backtolist = Viewltem ™ Revert

Change ID: 53 Change Date: 5/18/2016 2:42:49 PM
ChangedBy: Fred Bloggs Change Type: Modified
Artifact Req tIRQ:% Field Set: Standard Fields
Artifact Ability to modify existing users in the system Signed: Not Signed
Name:

Signature

Hash

Change Actions

Field Name AY Old Value AY New Value AY
Status In Progress Accepted

Release 1.0.2.0.0001 - Iteration 001

The History Details screen will show basic information as well as fields that were changed in this change
set. Shown here is the Change ID, the date and time that the change was made, the user that made the
change, the change type, the artifact affected, and the set of fields affected.

If a set of fields were affected (Standard or Custom), then the list of fields will be listed below. In the
example above, the change was a Modification, and 5 fields were changed. In other change types, no
fields will be displayed.

I f the artifact is stildl available in the system,
toolbar to view the item as it is currently. However, if the item has been deleted, a warning label will be
displayed (as above in the example screenshot), the View Item links will be disabled, and a new option,
APurgedo will appear on the tool bar.

3.1.4.2 Purging Items

Items that have been deleted by any user still remain in the database, but do not affect statistics or
reports, and do not show up in reports and cannot be viewed. The artifacts are still in the database,
however, and can be restored by clicking on the Restore button in the toolbar.

Purging an individual item can only be done while viewing one of its history detail screens. Once an item
is purged, you will be taken back to the history list screen. All the previous history items for the artifact will
be removed, and replaced with a single APurgedo hi

Items that are purged cannot be restored into the database, as unique identifiers will be wiped from the
database, so be sure that you are sure you want to purge an item before doing so.
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You can purge all items in the project at once by
page. This will take some time depending on how many deleted items are in your database, and it is
recommended that the database files be compressed in SQL Management Studio afterwards to free up
space and compress clustered indexes.

3.1.4.3 Reverting Items

Reverting an artifact will attempt to reset all fields back to the selected change set, reverting all changes
made after the selected change set as well. In certain cases, the artifact will not be able to be reverted 1
cases like this could be caused by other items having been deleted or purged. (For example, if
Requirement #1 was linked to Release #4, and that Release does not exist anymore.) In cases like this,
no fields will be reverted and the artifact will remain unchanged.

Reverting an item will cause it to be undeleted if it has been deleted.

You can revert multiple items from the History List page T however, the only items that can be reverted
back are Deletes and Modifications. All other types will be ignored. When selecting multiple items, you
can select more than a single change set for a specific artifact, the artifact will be rolled back to the
earliest change set selected.

3.1.4. Project Associations

By default, all projects in SpiraTeam are completely self-contained. Artifacts in one project can only be
linked or associated with artifacts in the same project. However, for some customers, they need a way to
share artifacts between projects. This administration screen lets the project admin specify which other
projects can access artifacts in the current project:

PFOjECt Associations Library Information System

= Change Project

The following other projects are allowed to access artifacts in this project as part of their own data:

X Remove

«  Project Name Project Group Name Artifact Types Operations

[0 sample Application One Internal Projects #) Requirement , &7 Test Case, ¥ Task, |5 Document & Edit

@ Note: the other projects will only have read-only access to the artifacts in this project.

Note: When you share artifacts from the current project to another project, the permissions in the other
project will determine which users can see the items, so you need to make sure that is acceptable before
enabling the sharing.

Toshare artifacts with another project, click on t

Add New Project Association

Please choose the artifact type(s) and project that you'd like to share with:

Project:™ --- Choose Project - v

Artifact Types: --- Please Select ---

Select the name of the project you want to share with and choose which artifact(s) you want to share with
this project:

© Copyright 2006-2018, Inflectra Corporation Page 30 of 130 This document contains Inflectra proprietary information




Add New Project Association

Please choose the artifact type(s) and project that you'd like to share with:

Project:™ Sample ApplicationTwo | W
Artifact Types: (Multiple) v ]
- Please Select -—
casese Cancel N
[] Automation Host

] Document
Incident

[] Release
Requirement

[] Requirement Step
[] Task

Test Case

1 1ect St

When you click the 6Addo6hebewprojectrassociatn totheligam wi |1 ad

Project Associations Library Information System

< Change Project

The following other projects are allowed to access artifacts in this project as part of their own data:

Successfully added the new project association.

m ¥ Remove

+  Project Name Project Group Name Artifact Types Operations
[0 sample Application One Internal Projects ﬁ Requirement l__‘l Test Case, ﬂTask, |z Document [# Edit
O Sample Application Two External Projects ﬁ Requirement ,5__1 Test Case ,E Incident (# Edit

© Note: the other projects will only have read-only access to the artifacts in this project.

You can change the project association (for example to change which artifacts are shared) by clicking on
the 6Editdé button to the right
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Edit Existing Project Association

Please choose which artifact types you'd like to share with this project:

Project:™ Sample Application Two

Artifact Types: (Multiple) v

)
—- Please Select —-
Cancel
[] Automation Host

] Document
Incident

[] Release
Requirement

[] Requirement Step
Task

[] Test Case

This updates the association list:

Project Associations Library Information System

%> Change Project

The following other projects are allowed to access artifacts in this project as part of their own data:

Successfully updated the project association.

*® Remove

«  Project Name Project Group Name Artifact Types Operations
O Sample Application One Internal Projects “E] Requirement ,!J Test Case, '7|_‘|Task, = Document (# Edit
[ Sample Application Two External Projects ‘ﬂ Reguirement g Incident, VJTask [ Edit

O Note: the other projects will only have read-only access to the artifacts in this project.

To remove an association, simplyselect i ts checkbox and click 6Remove

Project Associations Library Information System

2 Change Project

The following other projects are allowed to access artifacts in this project as part of their own data:

The selected projects have been removed from the list.

% Remove

+  Project Name Project Group Name Artifact Types Operations

O Sample Application One Internal Projects =E| Requirement l__‘l Test Case, VJTask, 5| Document (& Edit

O Note: the other projects will only have read-only access to the artifacts in this project.
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3.1.5. Project Data Tools

This page contains several different data management tools that can be used to identify certain data
issues in the system and correct them. There are two main sections to this page i Data Caching and
Indentation Hierarchy:

Data Tools Library information System Change Project
In order to improve the performance of the application, certain types of data is cached. Sometimes after making changes to the underlying
data, you might want to refresh the cached information. To do that, click on one of the links below:
£ Refresh the Database Indexe
< t Stat I
< Refr he Task Progress Cacl
Sometimes corrupted indentation information can cause missing or duplicated rows in tables. If any of the flags below show 'Error’, you can

click on the link to try to fix them

Requirements OK Correct

Releases: OK Correct

a) Database Indexes

In order to improve the performance of SpiraTeam®, it can be beneficial to refresh the database indexes.
Clicking the ARefresho button illustrated above wi
SpiraTeam projects. If for any reason performance seems to be slower than usual after a large import of

data (for instance from Excel, or using the project migration tool) or after a recent database upgrade, you
should consider refreshing the indexes. Depending on the size of the database, this could take some

time. Please keep the web page open throughout the process to ensure it can complete successfully.

b) Data Caching

In order to improve the performance of SpiraTeam®, certain types of project data are cached. If for any
reason you make changes to test cases, test runs or tasks in the system through the database, you may
need to update the cached values for test execution status and task progress that are displayed on the
requirements and releases pages. To refresh the execution status or task progress data, click on the
appr opr i at lttof iRustfatedeabokied

c) Indentation Hierarchy

The Requirement and Releasespages use an Al ndent 0 srgrchyodinformhaton. ma i
This allows requirements and test cases to be nested under parent items and be rapidly searched and
filtered on. Sometimes if a move/copy operation is interrupted (due to a network outage, etc.) the

hierarchy may get corrupted. Ifso, y o u 6 | | Errer enessage instead of the Green OK. If that
happens, just <cl i ck o buttdnhre thegygemavil coireatthe ind@rClevels ferc t 0
you.
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3.2. Users

3.2.1. View / Edit Users

The following screen is displayed whenyouc hoos e t h

sidebar navigation:

VieW / Edit Users Import Users From an LDAP Server

The following approved users exist in the system. To edit an existing user, please click on the 'Edit’ link next to his/her name.

To create a new user either click on the [Add] button or choose the option to Import from an LDAP server.

To see any pending new user requests, click on the 'Pending Requests' item in the left hand navigation.

+ Add Y Filter % Clear Filter

FirstName AY MI AY Last Name AY User Name AY Admin AY

Amy E Cribbins amycribbins
Bernard p Tyler bernardtyler
Donna w Harkness donnaharkness
Fred Bloges fredbloggs
Henry J Cooper henrycooper
Jack VanStanten  jackvanstanten
Joe P Smith joesmith
Martha Noble marthanoble
Ricky Pond rickypond
Roger Q Ramjet rogerramjet
Rory Jones roryjones

Rose T Smith rosesmith
System Administrator administrator

—Any—-

No

No

No

No

No

No

No

No

No

Yes

Email?AY Department AY
—Any -~ v

No Software Engineering
No Saftware Engineering
No Software Engineering
No QA

No Saftware Engineering
No Software Engineering
No QA

No Software Engineering
No Software Engineering
No Software Engineering
No Saftware Engineering
No Software Engineering
Yes

e AView/ Edit Userso |

Organization AY User# AY Active AY Operations

us - Any - v

us13 Yes Edit
usi11 Yes Edit
uss Yes Edit
us2 Yes Edit
us12 Yes Edit
us7 Yes Edit
us3 Yes Edit
usio Yes Edit
uss Yes Edit
us4 No Edit
us9 Yes Edit
uss Yes Edit
us1 Yes Edit

This screen displays the list of users in the system (both inactive and active) together with their first name,
middle initial, last name, username (login), administrative permission status and active status.

You can filter the list of users by either choosing an administrative / active status, or entering a portion of
the first name, middle initial, last name or username into the appropriate text box. When you click the
filterobutton, the list of users will be filtered by the criteria you entered. You can clear the filter selection
by clicking the fClear Filtersdbutton. To sort the list of users, just click on the appropriate arrow icon
located in the header row of each field (one each for ascending / descending). In addition, the list of users
is paginated into groups of fifteen (15). You can step through the different pages by clicking the page

numbers at the bottom of the user list.

To add a new user to the system, click the fAdddbutton at the bottom of the user list, and a new screen
will be displayed that allows you to enter the new user information:
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New User add user

Please review the information listed below and make any changes if necessary.
Once you have finished, click [Save/Insert] to confirm them.

User Information

First Name:" Department:
Middle Initial: QOrganization:
Last Name:*

Email Address:”

User Name:™

SpiraTeam Settings

Email Enabled:* Yes New Password:*
System No Confirm
Administrator:* Password:”
Locked Out:* No

Enable RSSFeeds  Yes

RSS Token: {B4380EA4-BFB5-478E-832E-D2DAABFODC Passw_ord,
- o o o T ) Question:
Generate New Password
Answer:”
Project Membership
Projects: Project Role:
--- Choose Project --- v —-Select Role --- [

m Cancel

On this screen, you can enter information about the user, such as their name, email address, and
department. You can also create their password, password reset question and answer. If you want the
user to be able to subscribe to items in the system as RSS feeds, you should also make sure that the
AEnabl e RSS Feeds o danda@UWbotaken isidisplageed ih thectextebox underneath.

When creating a new user, you can also set their role for projects. A user can be assigned a role to
multiple projects at once, by checking the required checkboxes in the dropdown list of projects. The same
role will be applied across all projects.

Note:Ifyouma ke a user a System Administrator, it will f

role on all their assigned projects, regardless of the chosen role. If you disable this option, they will then
revert back to their true role.

In a similar way, to edit the details of an existinguser,c 1 i ck t he AEdi to hyperlink
you will be taken to the following screen that allows you modify the user details:
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"? Fred Bloggs it ser

Please review the information listed below and make any changes if necessary.
Once you have finished, click [Save/Insert] to confirm them.

a Car[e‘

Dates for Latest Activity by User

Last Lockout: - Last Activity: 5/20/2016 10:11:19 AM Last Login: 5/20/2016 10:11:19 AM Last Password Change: -

User Information

First Name:" Fred Department: QA
Middle Initial: Organization;
Last Name:" Bloggs

Email Address:” fredbloggs@mycompany.com

User Name:" fredblogss

SpiraTeam Settings

Email Enabled:” No LDAP Managed No
User:

System No

Administrator:* LDAPDN:

Active:” Yes
New Password:”

Locked OQut:” No

Confirm
Password:”
Enable RSS Feeds  Yes

RSS Token: {7A05FD0é
Generate New
Password What is 1+17
Question:™
Password
Answer:"

On this screen you can edit the first name, middle initial, last name, username, email address, system

administration status and active status. You can al so change the userdés p

by SpiraTeam) or LDAP information (if managed by an external LDAP directory server). In LDAP-
Managed mode you enter the fully Distinguished Name (DN) for that user in your corporate LDAP server
and provide no password. SpiraTeam® will then query your corporate LDAP server for the password
information, reducing the number of passwords that a user needs to remember. Please see the sections
onfil mporting &nBAPDARB eCa mf forgnore agetaiis.o n 0

Once you have made the necessary changes, click the fSavedbutton to commit them. If you decide that
you want to ignore the changes, click the flCanceldbutton and the changes will be discarded.

At the top of the page you can also see information relating to the activity of the user on the system, such
as when they last logged in.

In addition, there are three tabs that allow you to add/remove the user from projects, update the data-
mapping used when synchronizing artifacts that are assigned or created by the current user, and, where
relevant, specify whether the user can access the linked TaraVaultE source code management service..

I f you click on the AProject Membershipd tab you
member of:
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Membership and Mapping

Project Membership Data Mapping
BugzillaDatasync ID: | fredbloggs
FogBugzDataSync ID:
JiraDataSync ID: fredbloges

MsTfsDataSync 10: Fred Bloggs

a CaI‘CE|

You can change the role that the user has on the various projects, by choosing the appropriate role from
the drop-down list and then clicking [Save]. To remove the user from a project, select its checkbox and
then click [Delete]. To add a user to a hew project, click on the [Add] button and then choose the project
and associated role from the list of projects on the screen that is displayed:

Henry J Cooper add User Project Membership
 Back To User Details

The user is NOT a member of the following projects.

Please select a role for the projects you want to add this user to, then click [Add]:

Add | Cancel

Project Mame Web Site Creation Date Active D Project Role
Sample Application One org & 1-Dec-2005 Yes PRZ --- Select Role - ~
Sample Application Two 1-Dec-2005 s PR3 — Select Role — w

Then click [Add] to add the selected project(s)t o t he user 6s project members

To view/change the list of usernames that a user has in an external bug-tracking system, click on the
AiData Mappingodo tab. Thi s s e c tsynchronizason sewieedo nagyinciddmte S p
from SpiraTeam to other bug-tracking systems

Membership and Mapping

Project Membership Data Mapping

BugzillaDataSync 1D:
FogBugzDataSync 1D:
JiraDataSync 1D:

MsTfsDataSync ID:

Please see the SpiraTeam External Bug-Tracking Integration Guide for more details on using the data-
mapping tab.
If you click on the TaraVault membership tab, you can choose whether or not the user has access the

linked TaraVault source code repository. This service is only available for hosted/cloud instances of
SpiraTeam, and more details can be found in section 3.11.4 of this guide.

3.2.1.1. Importing LDAP Users

If your organization already has an LDAP compatible user management system in place (e.g. Windows
Active Directory, Novell eDirectory, OpenLDAP, IBM Tivoli, etc.), then instead of having to manually enter
users one by one into SpiraTeam®, you can simply import them from your LDAP Server. Before doing
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this however, you need to first setup the LDAP configuration (see the section on LDAP Configuration
below.

Once you have setup your LDAP server configuration in SpiraTeam®, c¢cl|l i cking on the @
and LDAP Servero wildl bring up the following scree

Import Users from LDAP Server

€ Back To User List

Using the current LDAP configuration, the following new users are available for import into SpiraTeam.
Please mark the ones you'd like to import then click the [Import] button:

Y Filter | % Clear Filter Import = Cancel

Middle Initial Disti ished
+ Common Name AY Login AY First Name A 'Y "' e intal | st Name AY Email Address A'Y N':n‘::S”'S &

This screen lists all the users available in the LDAP server that have not been already imported into
SpiraTeam®. The users are listed by hame along with their login, email address and fully distinguished
LDAP name (DN). You can narrow down the list by entering partial name matches in any of the fields
displayed and clicking [Filter] and/or you can sort the results by clicking on the directional arrows in the
field headings.

Select the checkbox of any users you want to import and click importoto complete the operation. These
users can now login to SpiraTeam® and use their existing LDAP login and password information.
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3.2.2. Project Membership

The following screen is displayed whenyouchoose t he A Pr oject Membershipo |
sidebar navigation:

Library Information System project Membership

= Change Project

The following users are members of this project. To change their role, just select the value in the dropdown and click Update.
To add a new user to the project, click [Add]. To remove existing users, select their checkboxes and click [Delete].

+ Add % Delete

«  FullName User Name Department Organization Project Role
Amy E Cribbins amycribbins Software Engineering Incident User v
Bernard P Tyler bernardtyler Software Engineering Developer hd
Donna W Harkness donnaharkness Software Engineering Tester v
Fred Bloggs fredbloggs QA Manager v
Henry J Cooper henrycooper Software Engineering Tester hd
Jack Van Stanten jackvanstanten Software Engineering Developer b
Joe P Smith joesmith QA Observer v
Martha Noble marthanoble Software Engineering Tester hd
Ricky Pond rickypond Software Engineering Developer hd
Rory Jones roryjones Software Engineering Developer v
Rose T Smith rosesmith Software Engineering Tester v
System Administrator administrator Project Owner v

This screen displays the name of the current project together with a list of all the users who are currently
members of the project along with their currently assigned project role. If you want to modify the
membership for a different [(uttonjtocbe taken back fo View/Edih e @A Ch a
Projects screen where you can select a different project.

To modify the role of a user assigned to the project, changetherole f or t hat userdown ent
menu and click the fUpdatedbutton. To remove a user from the project, check the box to the left of the
user 6 s name rfAaketdbattbn. Note that this only removes them from the project, not the
entire system.

To add a user to the project, so that can access its information, click the fAddobutton and you will be
taken to the following screen that lists all the users in the system that are not currently members of the
project:

Library Information System add project Membership

€ Back To Project Membership | Change Project

The following users are NOT members of this project.
Please select a role for the users you want to add to the project and click [Add]:

Y Filter = % Clear Filter 4+ Add | X Cancel

FirstName A¥  MIAY Last Name A¥  User Name A¥  Department AY Organization A'Y IDAY Project Role

us
Donna W Harkness donnaharkness Software Engineering usé -—Select Role — v
Martha Noble marthanoble Software Engineering US10 —Select Role — A

I n
ng
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You now should narrow down the list of users by entering filter criteria and clicking [Filter]; you can also
sort the results to make viewing easier. Once you have located the appropriate user(s), just select a

project role for them from the drop-down list and click [Add] to add them to the project in the specified
role.

3.2.3. Active Sessions

Often an administrator of the system will want to know how many users are currently logged into the
system, especially on installations licensed by concurrent-us er . Cl i cki ng 8B8aeasstshensa
administration option will display a list of all the users who currently have active sessions in the system:

Active User Sessions

You currently have 1 active user(s) in the system.

The following users currently have active sessions on this instance of SpiraTeam:
First Name Last Name User Name Session ID Interface Last Logon ID Operations

System Administrator administrator IgiyejhluwplazzwnihiacOn ‘Web Application 5/20/2016 9:43:08 AM us1 End Session

To end a user's session, please click on the appropriate 'End Session' link above.

Each user is displayed along with theiruserID, whet her theyo6ére connected t
third-party add-on, and the date they lastlogged-in. The admini strator is able
session using the O0End Sessiond link to the right
being logged out when they try and perform an operation in the system. Warning: You should make

sure that the user is not actively using the system to prevent any unsaved data being lost.

3.2.4. Pending Requests

If you have enabled the ability for users to register for new SpiraTeam accounts themselves (see section
39671 Security Settings), clicking on the fAPending R
list of all the outstanding requests for new user accounts:

View Pending User Requests

The following new user requests exist in the system. To approve a user click the 'Approve’ link, to deny a request click on the 'Delete’ link.

Y Filter =~ % Clear Filter

First Name AW MIAY  LastName AY User Name AW Email? AY User# AY  Active AY Operations

- Any - v us - Any -- e

For each pending user request you can choose to either Approve or Deny the request:

I Approve i clicking this option will approve the user. They will get an email letting them know that

they have been approved and can now log into the system.

I Delete 1 clicking this option will delete the pending user request from the system.

3.2.5. View / Edit Roles

There are six (6) default project roles that a user may be assigned to a project with:
| Project Owner i the same rights as a Manager, but in addition can access the project

administration tools
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I Manager i can see all screens and add/edit all artifacts, but cannot access project administration
tools

I Developer i can see all screens, but can only add/edit incidents, tasks and tests and change
requirement coverage

I Tester 1 can see all screens, but can only add/edit incidents and execute tests. Note: cannot
delete incidents, only a Manager can do that.

I Observer i can see all screens, but cannot perform any write operations (insert / update / delete)

i IncidentUserican only view and edit incidents. This
requirements, tasks, test cases or releases.

Note: The System Administrator is automatically added to every project as a Project Owner, and can
never be removed as Project Owner, made inactive or made a different role on the project.

You can make changes to the permissions associated with each of these default roles, and also create as
many additional roles as you like. To customize the roles in your installation of SpiraTeam®, click on the

Aview / Edit Rolesod Ilink in the Administration si
View / Edit Roles
The following roles have been defined in the system:
%= Add Role
Role Name Description Active 1D Operations

Can see all screens, create/modify all artifacts, and can access the project

Project Owner o R Yes RX1 @ View
administration tools
Can see all screens and create/modify all artifacts, but cannot access project =
Manager o R Y prol Yes RX2 [# Edit
administration tools
Can see all screens, but can only create/modify incidents and tests and change P
Developer & v g Yes RX3 [# Edit

requirement coverage

Can see all screens, but can only create/modify incidents and execute tests. Note: P
Tester o i ¥ Yes RX4 [# Edit
cannot delete existing incidents

Observer Can see all screens, but cannot perform any write operations (create / modify / delete)  Yes RX5 (£ Edit

Can only create/modify/view incidents. This role cannot see a project’s requirements,

Yes RX6 & Edit
test cases or releases.

Incident User

The screen lists all of the roles currently configured in the system (both active and inactive) together with
the name, description, and an active flag. You can create new roles by clicking the fAddobutton which will
create a new default role entry in the list. You can edit the name, description and associated permissions
of a role by <cl i cki nlgttoa.youtcdn eelete prpexisting role,cby adickifigkhe i t 0
fi De | leuttoa.MNote that you cannot delete any of the default roles, but can instead make them inactive.

Clicking on the edit button will take you to the following screen:
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Manager Edit Role Details

Please review the information listed below and make any changes if necessary.

Once you have finished, click [Save] to confirm them.

Role Name:* Manager

Description: Can see all screens and create/modify all artifacts
o

Project Admin:* No

Specifies whether this role has project administrative permissions

Limited View:* No

Specifies whether this role has limited view permissions. Use this for roles that should only let a user see their own created/assigned items and nothing else

in the project.

Active:” Yes

Specifies whether this role is active or not

On the top of the screen, you can edit the name, description, project admin, limited view and active flags:

i Project Admin i this flag denotes whether this role has administration-level access to the project
(for example the project owner role has this set by default)

I Limited View T this flag denotes that the role has a restricted view of the project, with the user
only allowed to see the artifacts that they have either created or been assigned

I Active T This flag denotes if the role is active in the system

Underneath you can specify the various artifact-specific permissions for the role:

Artifact Permissions

This role can perform the following operations on the various artifacts:

Artifact Type
Automation Host
Document
Incident
Placeholder
Release
Requirement
Requirement Step
Task

Test Case

Test Run

Test Set

Test Step
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These permission options allow you to specify if a user can create, modify, delete or view each of the
artifacts in the system. If a user does not have view permissions for the artifact, then the corresponding
tab in the system will also be disabled. There are three kinds of Modify permission available:

i Modify All i this option specifies that the user can modify all the artifacts of this type in the
project (e.g. the user can edit all test cases)

I Modify Owned i this option specifies that the user can modify only the artifacts in the project that
were either created or assigned to this user (e.g. the user can edit only the requirements they
created or have been assigned)

i Bulk Edit i this option means that the user can modify items on the artifact list pages and on the
various planning boards. This means the user can bypass the workflow restrictions on changing
status and the need to enter required fields and electronic signatures. This should be disabled in
a system that is being used for a regulated project that requires electronic signatures.

Note: The permission needed to execute atestcasei s t he fACreat e + Jmeesthat Runo
initiates the creation of a new test run.

In addition, there are some artifact-wide permissions that can be specified for each role:

Other Permissions

This role can perform the following operations throughout the system:

Artifact Type Add Edit Delete View
Document Folder = L4

Comment L4 o

Source Code = L4 = v

This section lets you specify if the role allows users to add new documents to the project, edit existing
documents, delete documents, edit the document folders, and view/edit source code revisions.
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3.3. Custom Properties

SpiraTeam allows you to customize all of the artifacts in the system (requirements, test cases, incidents,
etc.) by adding user-defined custom properties in addition to the built-in fields. You can create a variety of
different types of custom properties. This section describes how you setup different custom lists and
custom properties in your projects.

Artifacts in SpiraTeam can have up to 30 different custom properties per artifact-type, per project. There
are different types of custom properties allowed:

1 Text: Normal or Rich-Text field.
1 Integer: Whole-Number entry.

1 Decimal: Fractional number entry (currency, etc.)

1 Boolean: Simple yes/no (on/off) checkbox.

1 Date: Date selector.

7 List: Custom List selector.

1 Multi-List: Custom List selector that allows multiple values.
1 User: List of assignable users.

Each custom property can have optional settings applied to it. Optional settings are as follows. (Note that
not all settings are allowed for all property types.)

1 Default: The default value when a new artifact is created.

Allow Empty: Whether or not an empty value is allowed.

Precision: (Decimal Only) How many decimal places is allowed (or the value is rounded to).
Minimum Value: The minimum value allowed.

Maximum Value: The maximum value allowed.

Minimum Length: The minimum length of the data required in the field.

Maximum Length: The maximum length of the data allowed in the field.

=A =4 =4 =4 =4 4 =4

Rich Text: Whether or not the text field allows HTML or not.
1 Custom List: The defined Custom List for the field that users can select from.

Important: Note that setting 0AI | owerkflBwstep definitiang antlwill wi | |
always require a value to be entered in, even if the workflow is configured to have the field disabled!
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3.3.1. Edit Custom Lists

If you are planning on having any list based custom properties in your project, then you first need to
create and populate the custom project lists that the user will be able to select from. These lists are stored
separately from the individual artifact types so that you can have one set of values (e.g. list of operating
systems under test) be reused by multiple artifact types.

The following screen is displayed when you choose

sidebar navigation:

Ed|t Custom LiStS Library Information System

# Change Project

The following custom lists have been created in this project. To add a new custom list, please click on the "Add List" option, to remove a custom list click the
appropriate "Remove" button and to edit a custom list (including its values), click on the "Edit Values" button.

=+ Add List

List # List Name # Values Actions

[CL:1] Difficulty 3 (# Edit Values =~ % Remove
[CL:2] Classification 2 (# Edit Values =~ % Remove
[CL:3] Test Type 3 (# Edit Values =~ ¥ Remove
[CL:4] Operating System 7 (# Edit Values =~ ¥ Remove
[CL:5] Web Browser 4 (# Edit Values =~ X Remove
[CL:6] Step Type 2 (£ Edit Values =~ % Remove

The screen displays all the custom lists currently defined within the project, together the number of values
associated with each list. By default the screen will initially be empty so the first thing you need to do is
click fAdd Listoto create a new custom list:

NeW L|St Edit Custom List Values

€ Back to Custom Lists

List Name: New List

Selector Display Sorting: = Alphabetical v

The following custom values have been created for this list. Please make any changes and click [Save].
To remove an existing custom list value just click the 'Remove' link.
To add a new value, click the 'Add Value' link at the bottom of the grid.
Displaying:  all Active v
List Value # Value Active Status Actions
No list values defined., Add Value

+ Add Value

E Cance'

After changing the name of the list, and specifying whether the values will be ordered by their name or the
order in which they were entered (called by ID), you can either click fiSavedto commit the change, or click
the fAdd Valuedoption to add some list values:
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Database Platforms Edit Custom List Values

€ Back to Custom Lists

List Name: Database Platforms
Selector Display Sorting: | Alphabetical v
The following custom values have been created for this list. Please make any changes and click [Save].

To remove an existing custom list value just click the 'Remove’ link.
To add a new value, click the ‘Add Value' link at the bottom of the grid.

Displaying: | Al Active v
List Value # Value Active Status Actions
[PV:24] MongoDB Yes Active ® Delete
[PV:22] My SQL Yes Active X Delete
[PV:23] RethinkDB Yes Active X Delete
+ Add Value

E Cance'

This is the set of values that the user will select from the drop-down list when the custom property is
displayed. You can change the display to include:

1 All Active 1 displays only custom list values that are active

1 All But Deleted i displays all custom list values that are active or inactive but have not been
deleted

1 AllT displays all custom list values, including those that have been deleted

To add a new custom list value, click the fAdd Valueobutton and a new row will be added to the list which
you can now edit. To edit an existing custom list value, change the name in the textbox and click fSavea

To delete a custom list value,c | i ¢ k [eletedt hhey pfidf you wamtko.remove an item from the list
temporarily, you can setits Actvedropd own | i st to &é6Nod, i f you want t
click the o6Deleted button.

Note: Even if you delete a custom list value, there is an option to undelete by simply changing the display
selection to AAIIl 0 andinicnextto&delatedvalue.e 6Undel et ed hyp

To edit an existing custom | i st , buyttonto djsplaythe casomlist t o
name and list of associated values (which is the same screen as the one displayed for a new list). To
removeacustom | i st from the pr oj e clutton peutsotthe custamdidkt and the list h e

and all its associated values will be deleted from the project.




3.3.2. Edit Custom Properties

This option is used to actually define the custom properties associated with each artifact type in the
project. The following screen is displayed when
Administration sidebar navigation:

Ed|t Custom PrOpel’tiES Library Information System

< Change Project

The following custom properties are currently defined for the selected artifact type. To view the custom
properties for a different artifact type, please change the type in the dropdown list below.
You can add, edit or remote custom property definitions by clicking the appropriate link in the grid

below:

Artifact Type: | Requirement v
Field# Property Name Type Legacy Name Actions
1 URL Text TEXT_01 (# Edit Definition X Remove
2 Difficulty List LIST_O1 (# Edit Definition = ¥ Remove
3 Classification List LIST_02 (¢ Edit Definition | ¥ Remove
4 MNotes Text TEXT_02 (& Edit Definition ¥ Remove
5 Review Date Date (# Edit Definition = ¥ Remove
6 Ranking Integer (&' Edit Definition | ¥ Remove
7 Decimal Decimal (# Edit Definition = ¥ Remove
8 + Add Definition
9 + Add Definition

The screen displays a list of all the possible custom properties for a particular artifact type for the current
project. Each artifact type (requirement, test case, etc.) can have up to thirty (30) custom properties of
various types.

Initially the screen will default to showingts;fohe
change the list to a different artifact type (e.g. Incidents), all you need to do is change the artifact type in
the drop-down-list. This will refresh the list to show the custom properties for that artifact type.

To edit an existing custom property definition or add a new definition, click the fEdit Definitionobutton for
a specific property, and the following dialog will be displayed:
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Custom Property #1 Definition

Definition Options
Name: URL
Type: Text v

The fields visible will vary depending on the type of custom property you have selected, but every custom
property will need to have a Name and a Type. The Name is the caption that will be shown to the user
when viewing or editing the artifact. The type is the type of data the field allows. If the custom property is

either a List or Multi-List type, you will need to choose the associated Custom List that you previously
defined.

Under the Options tab will be available options that can be set for the custom property:

Definition Options
Default:
Allow Empty: Yes hd

Minimum Length:
Maximum Length:

Rich Text: No hd

When finished, c¢click the 6Saved button and you wi

Important: When changing a custom propertyds type or
actually removed from the artifact. Therefore, if you change a custom property from a date type to a text
custom property, the field will display the old date value until it is changed by the user.

3.4. Incidents

In addition to being able to create custom properties and values for incidents (same as for all artifacts in
SpiraTeam®), you can also change the values populated in many of the standard fields used in the

incident tracker 1 types, statuses, priorities and severities. The process for changing each of these is
described below:

© Copyright 2006-2018, Inflectra Corporation Page 48 of 130 This document contains Inflectra proprietary information




3.4.1. Edit Types

The following screen is displayed when you choose
administration sidebar:

Edit Incident Types Library information Systen
< Change Project
The following incident types have been defined in the current project:
1D Name Workflow Issue Risk Default Active
IT2 E v Ye
T7 v Ye
IT v Ye
IT v © Ye
IT4 v v Ye

The screen displays a list of all the defined incident types for the current project. By default the screen will
be populated with the standard SpiraTeam® incident types. To edit an existing incident type, change the
name, associated workflow, issue check-box, risk check-box, set a default type and/or change the active
flag then click AUpdatea

You candét del ete an existing i nci de ndownligtpalyoubeed t o
to do is change i ts affavadTeaddanewgncitleat tyfeNctick theafiddobudtdni ¢ k
and a new row will be added to the list which you can now edit.

The associated workflow drop-down list allows you to specify which workflow the incident type will follow.
This is a very powerful feature since it allows you to configure different workflows for different incident
types; i.e. a bug may follow a workflow geared to identification and resolution, whereas a risk may only
need a much simpler set of steps and actions.

The issue and risk check-boxes allow you to specify if the incident type is an issue or risk-type, which
means it is would be eligible for display in the issue or risk section of the project home page respectively.
The default radio button allows you to specify which incident type should be the default for newly created
incidents. This is the type that a new incident will be set to unless changed by the creator of the incident.
Note that you must have at least one active incident type, and you cannot set an inactive type as the
default.

3.4.2. Edit Statuses

Thefollowing screen is displayed when you choose the AE
the administration sidebar:
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Ed|t InCident Statuses Library Information System

£ Change Project

The following incident statuses have been defined in the current project:

1D MName Open Default Active
153 Assigned Za Yes
IS5 Closed Yes
IS7 Duplicate Yes
151 ¢ L Yes
IS6 Mot Reproducible Yes
152 Open i Yes
158 ) Yes
154 Yes

The screen displays a list of all the defined incident statuses for the current project. By default the screen
will be populated with the standard SpiraTeam® incident statuses. To edit an existing incident status,

change the name, open check-box, set it as the default status and/or change the active flag then click
fSavea

You cané6t del ete an exi st i nappearingdn adyemog-downtlisist allgoy b u't
need to do is change it $SavwcToaddaneW inadgnt status, didk thé Mddd d
button and a new row will be added to the list which you can now edit.

The open check-box allow you to specify if the incident status should be considered open or not, which
means it is would be eligible for display in the
home page that list open incidents. The default radio button allows you to specify which incident status
should be the default for newly created incidents. This is the status that a new incident will be set to when
first created, and acts as the first step in the incident workflow. Note that you must have at least one

active incident status, and you cannot set an inactive status as the default.

3.4.3. Edit Priorities

The following screen is displayed when you choose
the administration sidebar:

Edit InCident Priorities Library Information System

£ Change Project

The following incident priorities have been defined in the current project:

1D Mame Color

Active
1 rities ¢ 147457 [ Yes
IP2 High # e (| Yes
IP3 i # f5d85 7 1 Yes
IP4 4 # 14 (- Yes

This document contains Inflectra proprietary information
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The screen displays a list of all the defined incident priorities for the current project. By default the screen
will be populated with the standard SpiraTeam® incident priorities. To edit an existing incident priority,
change the name, color and/or change the active flag then click fSavea Note that you can either enter the
hexadecimal RRGGBB code for the color or use the pop-up color picker.

You candét del ete an existing incident-down-listg alliyduy, bu
need to do is change it §SavwecToladdaneWinadgnt griarity,tliNkothe fiddddd ¢
button and a new row will be added to the list which you can now edit.

3.4.4. Edit Severities

The following screen is displayed when you choose
the administration sidebar:

Edit Incident Severities Library information System

2 Change Project

The following incident severities have been defined in the current project:
D MName Color Active

V1 1 - Critical #| f47457 Yes

DOE B

e -

The screen displays a list of all the defined incident severities for the current project. By default the
screen will be populated with the standard SpiraTeam® incident severities. To edit an existing incident
severity, change the name, color and/or change the active flag then click fiSavea Note that you can either
enter the hexadecimal RRGGBB code for the color or use the pop-up color picker.

You candt delete an existing incident -dewmlistsrallyoy, bu
needtodo i s change i ts ac tfibavea Tdabdeagewtingident Sevebity, alickdhe c | i ¢ k
fAddobutton and a new row will be added to the list which you can now edit.

3.4.5. Incident Workflows

Clicking on the AEdi t Wotiorksidébar wawvigatioh brings upithe list ohdefinedd mi n
incident workflows for the current project. A workflow is a predefined sequence of incident statuses linked
together by fAworkflow transitionsd to en addlassigned, ne w
resolved and closed, as well as to handle exception cases such as the case of a duplicate or non-
reproducible incident. The workflow list screen for a sample project is illustrated below:

S |



InCident Workﬂows Library Information System

2 Change Project

There are the various workflows available in the project. To add a new workflow, click the 'Add Workflow button, to edit an existing workflow,
click on the 'Steps’ button.

Workflow Mame Default Motify Active Workflow # Operations
Default Workflow U v’ Yes WK1 [DiClone | % Delete
+ Add Workflow

m Cancel

To modify the name, default status, notify and/or active flags, change the values in the appropriate text-
box, radio-button, check-box or drop-down list and click the flJpdateobutton. To add a new workflow, click
the Mddobutton and a new workflow will be created with the standard SpiraTeam® steps and transitions.

You can have as many workflows as you like in a project, but only one can be marked as the default.

Each incident type is assigned to a workflow; this allows you to have different incident types follow

different paths from creation of closure. However when a new incident type is created, it will be initially
associated with the projectés default workflow. Th
workflow are illustrated in the diagram below:

D Open Status

Closed Status -
D Duplicate Reopen

R [ o =

Mot Reproducible Reopen

Y
g
Y
]
2

v

L

The notify flag is used to tell SpiraTeam® whether that particular workflow should have email notifications
turned on or off. You define what transitions and which recipients should receive the emails in the
workflow transition editor (see below), but you can globally turn on/off notifications here as well. This is
useful if you find that the notifications are becoming an annoyance, or if the email server is unavailable for
a period of time.

Note: You can only assign an active workflow to an incident type, and similarly you cannot make a
workflow inactive that is currently linked to an incident type. This is important as all incident types need to
be linked to an active workflow at all times.
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3.4.5.1. Edit Workflow Details

Clicking on the fiStepsobutton of a workflow brings up the following screen that lists all the workflow steps
and workflow transitions that comprise the workflow:

« Default Workflow v, it workfiow step

This displays all the incident status steps for this particular workflow:

Step Name Transitions Status # Operations

2 Resolve Incident x B3 f IS3 <+ Add Transition
Jnable to Reproc X Y
2> Reopen Incident x Y f IS5 + Add Transition
? Reopen Incident = X > f IS7 + Add Transitior
Assign Incident X >
Default ? IS1 + Add Transition
Review Incident x >
i ¢ Reopen Incident s > F IS6 + Add Transition
Assign Incident = % EN ;
2 1S2 + Add Transition
Dupilicate Incident X B
Assign Incident =~ % >
Duplicate Inciden x > t
2> IS8 + Add Transition
Resolve Inciden X >
Inat o Reprod x >
Close Incident = % >
2> 1S4 + Add Transition
Reopen Incident x >

This page lists in the left-most column all the various incident statuses defined for the project. The next
column lists all the possible transitions that can occur from that status. In addition, with each transition is
listed the name of the resulting destination status that the transition leads to. E.g. from the assigned
status, depending on your role (see later) you can move the incident to either duplicate, resolves or not-
reproducible depending on which transition the user takes.

Clicking on the name of a step or transition takes you to the appropriate details page (see below) where
you can set the properties of the step or transition respectively. To delete an existing transition, click the
fkxdbutton after the transition name, and to add a new transition, click the fAdd Transitionobutton in the
Operations column.
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3.4.5.2. Edit Workflow Transition

When you click on the transition name link from the previous screen, you are taken to the workflow
transition details screen:

‘ RESOIVE |nCident (WT14) Edit Workflow Transition

You can change the name and permissions associated with this workflow operation:

pen (1S = Resalve Incident (WT14) = R ved (154

Workflow Transition Details

Name:” Resolve Incident

Motification Subject:

Require electronic signature: No

a Cancel

The top part of the screen is the Aworkfl ow browse

workflow as a whole. It displays the current transition in the middle, with the originating and destination
steps listed to either side. Clicking on either incident status name will take you to the appropriate workflow
step details page. This allows you to click through the whole workflow from start to finish without having to
return to the workflow details page.

This part of the screen lets you change the name of the transition and specify the subject line of any email
notifications sent as part of this transition. To view the list of special tokens that can be used in the email
subject, c¢cl i ck on the ADisplay Email Subject Special
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Email Notification Tokens

B 4 p g y ’ 5
The following are all available tokens for Incidents and their meanings. Tokens not in this list

position in the editor above

The actual effort, in HH:MM

will be taken out of the final message. Click on a token to insert it into the current cursor

The build that the

( incident was fixed in
e i The artifact closed date The percent complete.
The component(s) the incident The description of the
% is a part of artifact
1€ 5 The estimated effort, in
Re The detected release name S{Est stedEff
i HH:MM
1€
The name of the
The Incident type i
artifact
The name of the
The name of the Opener. 3y
Owner
€ The remaining incident

The artifact's Priority

Comments posted to the

Incident

The artifact's Severity ${StartDats

effort
The resolved release
name,

The start date of the

artifact

jReleass The verified release name. ${URL URL to link to artifact

The notification receiver's The name of the

[ e S

name application
€ ${ProjectNamel The name of the project The |D# of the item
MIRFAFTARN TURS NAFIRFATAN TYATA

If a digital signature from the user is required to authorize and record the transition, set the toggle to yes
for ARequire El ectronic Signatureo.

Each transition has a series of conditions which need to be satisfied for a user to actually execute the
transition (i.e. move the incident from the originating status to the destination status):

Conditions

1e following users / roles are allowed to execute this transition:
The foll | Il it te thist t

Condition Type Condition Data
The detector of this Incident can execute: No
The owner of this Incident can execute Yes

Project Owner:

Manager:

Developer:
Users with the specified roles can execute:

Tester:

Observer:

Incident User:

a Cancel

Each transition also has a set of notification rules that allow you to specify who should get an email
notification if the transition is executed.
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Notifications

The following users / roles are notified by email when this transition is executed:

Notification Type Notification Data
The detector of this Incident is notified: Yes
The owner of this Incident is notified: No

Project Owner

Manager:

Developer:
Users with the specified roles are notified:

Tester:

Observer:

Incident User:

m Cancel

Both the conditions and notifications allow you to set three types of user role:

I The detector of the incident can be allowed to execute the transition, and/or be notified when the
transition occurs. For example, when an incident is marked as Resolved, the detector should be
the only one whods all owed tnanintments moved ftom Cl
Assigned to Resolved, the detector should probably be notified so that he knows to log in and
verify that it has been resolved satisfactorily.

i The owner of the incident can be allowed to execute the transition, and/or be notified when the
transition occurs. For example, when an incident is marked as Assigned, the assigned owner
should be the only one whooés all owed to mov
from Open to Assigned, the owner should probably be notified so that he knows to log in and
begin resolving the incident.

i A user with a specified role can be allowed to execute the transition, and/or be notified when the
transition occurs regardless of whether they are the detector or owner. For example a user with
role fiManager 6 might want the power to cl os
might also want to be notified when any incident is marked as Not-Reproducible.

You can set any of these conditions by changing the drop-down list and/or check-boxes and clicking
the appropriate Updatedbutton.

3.4.5.3. Edit Workflow Step

When you click on the incident status name link from either of the previous screens, you are taken to the
workflow step details screen:

¢ ASSIgned Edit Workflow Step Details

> Assigned (1S3) > ;

os e

e i

e a
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The top part ofwdrhlef Iscw elemowsendhewhii ch il lustrates
as a whole. It displays the current incident status in the middle, with the possible originating and

destination transitions listed to either side. Clicking on either workflow transition name will take you to the
appropriate workflow transition details page. This allows you to click through the whole workflow from

start to finish without having to return to the workflow details page.

This page allows you to define the behavior of the various incident fields (i.e. those that are a standard
part of SpiraTeam® such as Priority):

Incident Fields

The following Incident fields are hidden/disabled/required at this step in the workflow:

Field Mame Hidden Disabled Required
Actual Effort o

Fixed Build

Closed On

Component
Description L4

Detected Release

Est. Effort L
Type L4
MName .
Detected By L
Owned By ¥
Priority L4
Remaining Effort L4

Comments

Resolved Release

Severity

Started On L

Verified Release

This page also allows you to define the behavior of the various incident custom properties for this
particular step in the workflow:
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Incident Custom Properties

The following Incident custom properties are hidden/disabled/required at this step in the workflow:

MName Type Hidden Disabled Required
MNotes Text

Operating System MultiList

Web Browser MultiList

Internal? Boolean

Ranking Integer

Review Date Date

Difficulty List

Reviewer User

Decimal Decimal

© Copyright 2006-2018, Inflectra Corporation

You can set each of the fields/custom properties as being:
i Hidden i The field / custom property will not be displayed when the incident is in this status
I Disabled i The field / custom property will be displayed, but will be greyed-out and read-only
i Required i The field / custom property will be required when the incident is in this status

Note that you cannot set a field/property as being required and either disabled or hidden since this would
prevent a user from ever updating the incident. For example, when an incident is in the New status, you

might make the owner field hidden( si nce a detector shoul dndt need t
when it gets to the Open status, you might make the field active, and when it gets to the Assigned status,

you might make it active and required. This allows you to tailor the information gathered to the

appropriate place in the workflow.

To actually make these changes, all you need to do is select the appropriate checkboxes in the list of
fields and custom properties and click the corresponding flUpdatedbutton.
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3.5. Requirements

This section contains administrative options that are specific to the requirements functionality in the
system.

3.5.1. Edit Components

SpiraTeam lets you define a list of Components for each project. These components represent the main
functional areas of the system and requirements can be associated with each of the defined components.

Edlt CompOﬂEﬂtS Library Information System

& Change Project

The following components have been defined in this project. Please make any changes and click Save to commit:

Displaying: = Ajl Active Ny
1D MName Active Status Operations
& [CP:3]  Administration i Active X Delete
& [CP:2] | Author Management 4 Active =~ X Delete
& [CP:1] Book Management L4 Active X Delete

%+ Add Component

This page lets you display the list of components based on three predefined filters:

1 All Active T This displays only the components that are listed as Active = Yes. Only active
components will be displayed inside the main application.

1 All But Deleted i This displays all the components (active and inactive) except those that have
been deleted.

1 All'T This displays all the components (active, inactive, and deleted).
From this page you can click on the 6Add Component

The following components have been defined in this project. Please make any changes and click Save to commit:

Displaying: | All Active Ny
[[»] MName Active Status Operations
& [CP:3] Administration v Active = X Delete
£ [CP:2] Author Management L4 Active X Delete
®« [CP:1] Book Management Ld Active X Delete
£ [CP:-1] L Active

% Add Component
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After entering the name of the new componeé¢rdmmand c|lho
the new item. To edit an existing component,edi t i ts name and Active status

delete acomponent,c | i ck t he O6Del eted option next to its name.
changing theddamshgelnayx Itic kd Algl 6Undel et ed.

3.5.2. Requirement Workflows

Clicking on the AEdit Workflowsodo |ink under the Relqu
requirement workflows for the current project. A workflow is a predefined sequence of requirement
stat uses | inked together by Aworkflow transitionso to
prioritized, assigned, developed and tested, as well as to handle exception cases such as the case of a
rejected or obsolete requirement. The workflow list screen for the sample project is illustrated below:

Requirement Workflows Library information System

Z Change Project

The following requirement types exist in the system. You can specify for this project, which workflows will be used for each requirement type:

Name Workflow D

*_] Design Element Default Workflow v 6

T_] Feature Default Workflow v 2

el | Need Default Workflow v 1

| Quality Default Workflow v ;

= Use Case Default Workflow v 3

= User Story Default Workflow v 4

There are the various requirement workflows available in the project. To add a new workflow, click the Add Workflow link, to edit an existing workflow,

click on the Steps hyperlink:

Workflow Name Default Active Workflow # Operations
+ Add Workflow

u Cancel

The screen displays a list of all the standard requirement types in the system. The associated workflow
drop-down list allows you to specify which workflow the requirement type will follow. This is a very
powerful feature since it allows you to configure different workflows for different requirement types; i.e. a
User Story may follow a simpler review process than a Feature or Use Case requirement.

You can have as many workflows as you like in a project, but only one can be marked as the default.
Each requirement type must be assigned to a workflow. To modify the name, default flag, and/or active
flag of an existing workflow, change the values in the appropriate text-box, radio-button, or drop-down list
and click the fSaveobutton. To add a new workflow,c | i ck t he O0Add Workfl owédé 1| i|lnk
be created with the standard SpiraTeam® steps and transitions.

Note: You can only assign an active workflow to a requirement type, and similarly you cannot make a
workflow inactive that is currently linked to a requirement type. This is important as all requirement types
need to be linked to an active workflow at all times.
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3.5.2.1. Edit Workflow Details

Clickingont h e ¢ Buttom pfa @orkflow brings up the following screen that lists all the workflow steps
and workflow transitions that comprise the workflow:

« Default Workflow ..., cait workfiow <t

This displays all the requirement status steps for this particular workflow:

Step Name Transitions Status#  Operations
Accept Requirement x 3
Default ? 1 4+ Add Transition
Review Requirement = % E
Accept Requirement x >
> + Add Transition
Reject Requirement = % £
& 4 Return to Review x > F 6 4+ Add Transition

< 5 + Add Transition
Return to Review | % >

Remove from Plan x >

’ 2 + Add Transition
Start Development x 3 .
Cancel Development x 3

? Finish Development = % > 3 + Add Transition

Mark as Completed = % >

This page lists in the left-most column all the various requirement statuses defined in the system. The
next column lists all the possible transitions that can occur from that status. In addition, with each
transition is listed the name of the resulting destination status that the transition leads to. E.g. from the
Requested status, depending on your role (see later) the user can move the requirement to either
Accepted or Under Review, depending on which transition the user takes.

Clicking on the name of a step or transition takes you to the appropriate details page (see below) where
you can set the properties of the step or transition respectively. To delete an existing transition, click the
& button after the transition name,andtoad d a new transiti on, buttdninth& t
Operations column.

3.5.2.2. Edit Workflow Transition

When you click on the transition name link from the previous screen, you are taken to the workflow
transition details screen:
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¢ ACCEpt REC]Uil'ement (WTZ) Edit Workflow Transition

You can change the name and permissions associated with this workflow operation:

dequested (1 = Accept Requirement (WT2) >

Workflow Transition Details

Name": Accept Requirement
Require electronic signature: No
The top part of the screen is the Aworkfl ow browse

workflow as a whole. It displays the current transition in the middle, with the originating and destination
steps listed to either side. Clicking on either requirement status name will take you to the appropriate
workflow step details page. This allows you to click through the whole workflow from start to finish without
having to return to the workflow details page.

This part of the screen lets you change the name of the transition. If a digital signature from the user is
required to authorize and record the transition,s et t he toggle to yes for fARe

In addition, each transition has a series of conditions which need to be satisfied for a user to actually
execute the transition (i.e. move the requirement from the originating status to the destination status):

Conditions

The following users / roles are allowed to execute this transition:

Condition Type Condition Data

The author of this requirement can execute:: Mo

The owner of this requirement can execute:: Mo
Project Owner: L4
Manager: v
Developer:

Users with the specified roles can execute:
Tester:
Observer:

Incident User:

The conditions section allows you to set three types of user role:

I The author of the requirement can be allowed to execute the transition. For example, when a
requirement is marked as Completed, the author might be allowed to move it to Obsolete when
itds no |l onger applicable
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I The owner of the requirement can be allowed to execute the transition. For example, when a

requirement is marked as Under Review, t he assigned owner should be

allowed to move it to Accepted.

i A user with a specified role can be allowed to execute the transition regardless of whether they
are the authoror owner . For example a user with role 0
all requirements regardless of ownership status.

You can set any of these conditions by changing the drop-down list and/or check-boxes and clicking
the appropriate fiSavedbutton.

3.5.2.3. Edit Workflow Step

When you click on the requirement status name link from either of the previous screens, you are taken to
the workflow step details screen:

Developed ¢ i workfiow Steo Detai
> >
2> Developed (4) 2
> >
The top part of the screen is the Aworkflow browse

as a whole. It displays the current requirement status in the middle, with the possible originating and
destination transitions listed to either side. Clicking on either workflow transition name will take you to the
appropriate workflow transition details page. This allows you to click through the whole workflow from
start to finish without having to return to the workflow details page.

This page allows you to define the behavior of the various requirement fields (i.e. those that are a
standard part of SpiraTeam® such as Importance):
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Requirement Fields
The following requirement fields are hidden/disabled/required at this step in the workflow:

Field Name Hidden Disabled Required
Author

Comments

Component

Description

Estimate v
Importance v
Requirement Name

Owner

Release v

Tv pe

This page also allows you to define the behavior of the various requirement custom properties for this
particular step in the workflow:

Requirement Custom Properties

The following requirement custom properties are hidden/disabled/required at this step in the workflow:

Name Type Hidden Disabled Required
URL Text

Difficulty List

Classification List

Motes Text

Review Date Date

Ranking Integer

Decimal Decimal

m (:Cm{":’l

You can set each of the fields/custom properties as being:

i Disabled i The field / custom property will be displayed, but will be greyed-out and read-only

i Hidden i The field / custom property will not be displayed when the requirement is in this status

i Required i The field / custom property will be required when the requirement is in this status

© Copyright 2006-2018, Inflectra Corporation

Note that you cannot set a field/property as being required and either disabled or hidden since this would
prevent a user from ever updating the requirement. For example, when a requirement is in the Requested
status, you might make the owner field hidden (since the authors houl dnét need t o knoy
ultimately own it), when it gets to the Accepted status, you might make the field enabled, and when it gets
to the In Progress status, you might make it enabled and required. This allows you to tailor the
information gathered to the appropriate place in the workflow.

Page 64 of 130 This document contains Inflectra proprietary information




To actually make these changes, all you need to do is select the appropriate checkboxes in the list of
fields and custom properties and click the corresponding fSavedbutton.
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3.6. Planning

The Planning section is only available for installations of SpiraPlan® and SpiraTeam®, not SpiraTest®
and lets you configure functionality related to project estimation and planning.

3.6.1. Planning Options

The Planning Options page lets you configure the schedule and calendar options for the various project
estimation and planning modules. The settings are specific to each project:

Planning Options |

]

L4
T

he following schedule and calendar options are currently being used by this project. To change the settings, just modify the values and then click [Save] to commit

Work Hours Per Day:" B hours
‘Work Days Per Week:" days
Non-Working Hours Per Month:" houirs

Effort Calculations:™ ’

Default Estimate: 1.0 points

Point Effort:" hours Suggest

Auto-Create Tasks:" ’
Auto-Planned:” -
Use Task Status:" -

Use Test Status:” o

Default Effort:

Time Tracking:™ # Enabled For Tasks

#  Enabled for Incidents

= r.-.-l.._

This page allows you to make changes to the following settings:
General

I Work Hours Per Day i this setting allow you to specify how many work hours should be used
when converting an effort calculation from hours to calendar days. For example a 12 hour task
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will occupy two days if you set the working hours per day to 6 hours, whereas the same task will
occupy 1 % days only if you set the working hours per day to 8 hours.

I Work Days Per Week i this setting allows you to specify how many days in the week are
typically worked on the project. By default the system assumes a 5-day (Mon-Fri) working week,
but if your organization works Saturdays (for example), you may want to switch to a 6-day
working week. If you want to use partial days, then just round up to the nearest day and add non-
working hours (see below) to compensate.

i Non-Working Hours Per Month T this setting allows to specify how many non-working hours
typically need to be accounted for. This is useful if you want to have a working week that contains
a fractional number of days or if you have recurring activities that need to be removed from each
month. Note that if you have specific holidays, vacation days that need to be accounted for, it is
better to use the Release/Iteration non-working time feature instead.

i Effort Calculations i When calculating how much effort has been scheduled in a release or
iteration, the system will aggregate the individual effort values (both estimated and actual) for all
the task, incident and test cases artifacts associated with the release/iteration. This setting allows
you to specify if you want only task, incident, or test case effort values to be included in the
releaseliteration total. This is useful if your project management methodology requires that
incident or test case effort values be excluded from the total.

Requirements

I Default Estimate i Normally when you create a new Requirement in the system it will be given
an empty initial estimate (in points). However if many requirements are typically a standard size,
then as a time-saver, the system will let you specify a default estimate value that will be used
when a new requirement is created.

I Point Effort T When requirements are added to the Planning Board or Iteration planning screen,
they will have an initial effort (in hours) that is used until tasks are added (see Auto-Create Tasks
option). This field contains the standard conversion factor used to convert points into hours based
on the current team velocity (how much time it takes on average to accomplish one story point).
As the project progresses, the team velocity will change, so you can click on the [Suggest] button
to have the system calculate how many hours each existing story point has taken to implement in
the project and provide that as a recommendation:

s recommended based on the

task effort values in the current project

Cancel

| Auto-Create Tasksi When you change the status of -a Requ

Progresso the system wil!/l automatically add

exist. This is a useful shortcut that makes planning with requirements easier in the case when the
requirements are of a size where they donoé6t

devel oper tasks. However i f you don6t want t
deselect the option for the current project and it will turn off the feature.

a

nee

he
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I Auto-Planned i When this option is enabled, if you assign a release/iteration to a requirement,
and the requirement is not already in the OPI a
status of the requirement to 6Pl anned©6.

I Use Task Status i When this option is enabled, if you add any tasks to a requirement, the status
of the requirement will be automatically governed by the aggregate status of the associated tasks.

I Use Test Status - When this option is enabled, if you associate any test cases to a requirement,
the status of the requirement wil/ be automat.i
the associated test cases are passed.

Task & Incidents

I Default Effort i Normally when you create a new Task in the system it will be given an empty
initial estimated effort. However if many tasks are typically a standard size, then as a time-saver,
the system will let you specify a default estimated effort that will be used when a new task is
created.

I Time Tracking 1 SpiraTeam® has an integrated time tracking system that allows the easy entry
of the hours spent on all assigned incidents and tasks in one place (see the SpiraTeam User
Manual for more details on this feature). This setting allows administrators to specify if they want
the integrated time tracking features enabled for both incidents or tasks (or neither).

3.6.2. Release Workflows

ClickindgeleaseWoh &f ifi ows 0 |Planning headidg brings up ¢he list of defined release
workflows for the current project. A workflow is a predefined sequence of release statuses linked together

by fAworkfl ow transiti onrel@asetode reviewed, Iproritized, assignedy cr eat e
developed and tested, as well as to handle exception cases such as the case of a cancelled or deferred

release. The workflow list screen for the sample project is illustrated below:

Release Workflows Library Information System

= Change Project
The following release types exist in the system. You can specify for this project, which workflows will be used for each release type
MName Workflow D

| Major Release Default Workflow v 1

- Minor Release bl

J l r bl

3 ase h 4
There are the various release workflows available in the project. To add a new workflow, click the Add Workflow link, to edit an

"'A"'-Til'lg workflow, click on the Leps nyp link
Workflow Name Default Active Workflow # Operations

BiCione | % Delete

The screen displays a list of all the standard release types in the system. The associated workflow drop-
down list allows you to specify which workflow the release type will follow. This is a very powerful feature
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since it allows you to configure different workflows for different release types; i.e. a Major release may
follow a different process than an iteration.

You can have as many workflows as you like in a project, but only one can be marked as the default.
Each release type must be assigned to a workflow. To modify the name, default flag, and/or active flag of
an existing workflow, change the values in the appropriate text-box, radio-button, or drop-down list and
click the fSaveobutton. To add a new workflow,c | i ck t he &6 Add Wor kfl owd | i nkK
created with the standard SpiraTeam® steps and transitions.

Note: You can only assign an active workflow to a release type, and similarly you cannot make a workflow
inactive that is currently linked to a release type. This is important as all release types need to be linked to
an active workflow at all times.

3.6.2.1. Edit Workflow Details

Clicking on the 6Stepsé hyperlink of a workfl ow brji

steps and workflow transitions that comprise the workflow:

Default Workflow view/edit work
This displays all the release status steps for this particular workflow:
Step Name Transitions Status # Operations
F »* >
Detault . Defer Release = % = % . & Add Transition
R x >
R x »
> ) Release x > 2 + Add Tr tion
hR vl x e
R c x 3>
» + Add Tr tion
R x 3
? x 2 + Add Transiti
? R x| + Add Transiti
> R - > é + Add Transiti

This page lists in the left-most column all the various release statuses defined in the system. The next
column lists all the possible transitions that can occur from that status. In addition, with each transition is
listed the name of the resulting destination status that the transition leads to. E.g. from the Planned
status, depending on your role (see later) the user can move the release to either Cancelled, Deferred, or
In Progress, depending on which transition the user takes.

Clicking on the name of a step or transition takes you to the appropriate details page (see below) where
you can set the properties of the step or transition respectively. To delete an existing transition, click the




&buttonaf ter the transition name, and to abudtonmtheew tr
Operations column.

3.6.2.2. Edit Workflow Transition

When you click on the transition name link from the previous screen, you are taken to the workflow
transition details screen:

Start Release (WT1) edit workflow Transition

You can change the name and permissions associated with this workflow operation:

. Start Release (WT1) >

Workflow Transition Details

Name:" Start Release
Require electronic MNo
signature:
The top part of the screen is the Aworkfl ow browse

workflow as a whole. It displays the current transition in the middle, with the originating and destination
steps listed to either side. Clicking on either task status name will take you to the appropriate workflow

step details page. This allows you to click through the whole workflow from start to finish without having to
return to the workflow details page.

This part of the screen lets you change the name of the transition. If a digital signature from the user is
required to authorize and record the transition, setthetoggl e t o yes for fARequire

In addition, each transition has a series of conditions which need to be satisfied for a user to actually
execute the transition (i.e. move the release from the originating status to the destination status):

Conditions
The following users / roles are allowed to execute this transition
Condition Type Condition Data
The creator of this release can execute Ye
The owner of this release can execute Y
Projec Owner 7
31 er v
f;'—'.‘-w pe
Users with the specified roles can execute
1ester
)bserve
Incident User

m i
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The conditions section allows you to set three types of user role:

I The author of the release can be allowed to execute the transition. For example, when a release
is marked as Completed, the author might be allowed to move it to In Progress if there is still work
remaining.

I The owner of the release can be allowed to execute the transition. For example, when a release
ismarked asIn Progress, t he assigned owner should be the
Competed.

i A user with a specified role can be allowed to execute the transition regardless of whether they
are the author or owner. For exampl e a udeferal wi
releases regardless of ownership status.

You can set any of these conditions by changing the drop-down list and/or check-boxes and clicking
the appropriate fSavedbutton.

3.6.2.3. Edit Workflow Step

When you click on the release status name link from either of the previous screens, you are taken to the
workflow step details screen:

In Progress editw
> B
> In Progress (2) >
B >
The top part of the screen is the Aworkflow browse

as a whole. It displays the current release status in the middle, with the possible originating and
destination transitions listed to either side. Clicking on either workflow transition name will take you to the
appropriate workflow transition details page. This allows you to click through the whole workflow from
start to finish without having to return to the workflow details page.

This page allows you to define the behavior of the various release fields (i.e. those that are a standard
part of SpiraTeam® such as Priority):
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Release Fields

The following release fields are hidden/disabled/required at this step in the workflow

Field Name Hidden Disabled Required
Comments

# ( ‘ll\.V‘A(’P L

Description

End Dat

Release Nan e

# Re wee

Start Da

This page also allows you to define the behavior of the various release custom properties for this
particular step in the workflow:

Release Custom Properties

The following release custom properties are hidden/disabled/required at this step in the workflow:
Name Type Hidden Disabled Required
Notes Text

Operating System MultiList

You can set each of the fields/custom properties as being:
I Hidden i The field / custom property will not be displayed when the release is in this status
i Disabled 1 The field / custom property will be displayed, but will be greyed-out and read-only
i Required i The field / custom property will be required when the release is in this status

Note that you cannot set a field/property as being required and either disabled or hidden since this would
prevent a user from ever updating the release. For example, when a release is in the Planned status, you

mi ght make the owner field hidden (since the autho
when it gets to the In Progress status, you might make the field enabled and required, and when it gets to

the Completed status, you might make it disabled. This allows you to tailor the information gathered to the
appropriate place in the workflow.

To actually make these changes, all you need to do is select the appropriate checkboxes in the list of
fields and custom properties and click the corresponding fSavedbutton.

3.6.3. Task Workflows

Clicking on the ATask Workflowso |link under the PI
workflows for the current project. A workflow is a predefined sequence of task statuses linked together by

© Copyright 2006-2018, Inflectra Corporation Page 72 of 130 This document contains Inflectra proprietary information

an



Aworkflow transitionso to enable a newly created t
tested, as well as to handle exception cases such as the case of a blocked or deferred task. The workflow
list screen for the sample project is illustrated below:

Task Workflows Library Information Syst

< Change Project
The following task types exist in the system. You can specify for this project, which workflows will be used for each task type
Name Workflow 1D
| Development efault Workflow V. 1
"_1 Infrastructure Default Workflov v a
"_] Management Default Workf v
7 Sther Default Workflov >
| Testing Default Workfloy e
There are the various Task workflows available in the project. To add a new workflow, click the Add Workflow link, to edit an existing
workflow, click on the Steps hyperlink
Workflow Name Default Active Workflow # Operations

e Ye WK1 () r X Delet
+ Add Worl

The screen displays a list of all the standard task types in the system. The associated workflow drop-
down list allows you to specify which workflow the task type will follow. This is a very powerful feature
since it allows you to configure different workflows for different task types; i.e. a Development task may
follow a different process than an Infrastructure or Management task.

You can have as many workflows as you like in a project, but only one can be marked as the default.

Each task type must be assigned to a workflow. To modify the name, default flag, and/or active flag of an
existing workflow, change the values in the appropriate text-box, radio-button, or drop-down list and click

t he fSaovne.0 Thoutaadd a new workflow, c¢click the 6Add W
created with the standard SpiraTeam® steps and transitions.

Note: You can only assign an active workflow to a task type, and similarly you cannot make a workflow
inactive that is currently linked to a task type. This is important as all task types need to be linked to an
active workflow at all times.
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3.6.3.1. Edit Workflow Details

Clicking on the 6Steps6é hyperlink of a wewdkkflowow br
steps and workflow transitions that comprise the workflow:

Default Workflow i..../edit workflow st

his displays all the Task status steps for this particular workflow

Step Name Transitions Status # Operations

x 2>
Default 2> 1 <+ Add Transition
Start T x >
% x >
x 2>
.) +f¢ -
[ x >
x 2>
B x 3 + AddT
> ) x > 4+ Add Trar
R 1 x EY
2> <+ Add Transition
o % >

This page lists in the left-most column all the various task statuses defined in the system. The next
column lists all the possible transitions that can occur from that status. In addition, with each transition is
listed the name of the resulting destination status that the transition leads to. E.g. from the Not Started
status, depending on your role (see later) the user can move the task to either Deferred or In Progress,
depending on which transition the user takes.

Clicking on the name of a step or transition takes you to the appropriate details page (see below) where

you can set the properties of the step or transition respectively. To delete an existing transition, click the

6x thbomt after the transition name, and to add a new
Operations column.

3.6.3.2. Edit Workflow Transition

When you click on the transition name link from the previous screen, you are taken to the workflow
transition details screen:
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< Start Task (WT1) cdit workflow Transition

You can change the name and permissions associated with this workflow operation:

E Start Task (WT1) E

Workflow Transition Details

" - -
Mame start Task

Require electronic
signature:

The top part of the screen is the Aworkflow browse
workflow as a whole. It displays the current transition in the middle, with the originating and destination
steps listed to either side. Clicking on either task status name will take you to the appropriate workflow

step details page. This allows you to click through the whole workflow from start to finish without having to
return to the workflow details page.

This part of the screen lets you change the name of the transition. If a digital signature from the user is
required to authorize and record the transition, s

In addition, each transition has a series of conditions which need to be satisfied for a user to actually
execute the transition (i.e. move the task from the originating status to the destination status):

Conditions

The followi 1g users roles are allowed to execute this transition
Condition Type Condition Data

The author of this Task can execute

Users with the specified roles can execute

LDserver

Incident User

The conditions section allows you to set three types of user role:

i The author of the task can be allowed to execute the transition. For example, when a task is

marked as Completed, the author might be allowed to move it to In Progress if there is still work
remaining.

This document contains Inflectra proprietary information
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i The owner of the task can be allowed to execute the transition. For example, when a task is
mar ked as In Progress, the assigned owner shou
Competed.

i A user with a specified role can be allowed to execute the transition regardless of whether they
are the authororown e r . For example a user with rol e @AM3
tasks regardless of ownership status.

You can set any of these conditions by changing the drop-down list and/or check-boxes and clicking
the appropriate ASaveo button.

3.6.3.3. Edit Workflow Step

When you click on the task status name link from either of the previous screens, you are taken to the
workflow step details screen:

In Progress edit Workflow Step Det
3 >
> >
In Progress (2)
> >
= A
The top part of the screen is the Awor kfl ow rkflowows e

as a whole. It displays the current task status in the middle, with the possible originating and destination
transitions listed to either side. Clicking on either workflow transition name will take you to the appropriate
workflow transition details page. This allows you to click through the whole workflow from start to finish
without having to return to the workflow details page.

This page allows you to define the behavior of the various task fields (i.e. those that are a standard part of
SpiraTeam® such as Priority):
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Task Fields

The following Task fields are hidden/disabled/required at this step in the workflow:
Field Name Hidden Disabled Required
Actual Effort

Comments

Component

Creator

Description

End Date o

Est. Effort L4

Task Mame

Owner &
Release +
Remaining

Requirement

Start Date o
Priority

Type

This page also allows you to define the behavior of the various task custom properties for this particular
step in the workflow:

Task Custom Properties

The following Task custom properties are hidden/disabled/required at this step in the workflow
Mame Type Hidden Disabled Required
Difficulty List

Reviewer User

You can set each of the fields/custom properties as being:
I Hidden i The field / custom property will not be displayed when the task is in this status
I Disabled i The field / custom property will be displayed, but will be greyed-out and read-only
i Required i The field / custom property will be required when the task is in this status

Note that you cannot set a field/property as being required and either disabled or hidden since this would
prevent a user from ever updating the task. For example, when a task is in the Not Started status, you

mi ght make the owner field hiddenwwhewilhuttirmatelybwnit)aut ho
when it gets to the In Progress status, you might make the field enabled and required, and when it gets to

the Completed status, you might make it disabled. This allows you to tailor the information gathered to the
appropriate place in the workflow.
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To actually make these changes, all you need to do is select the appropriate checkboxes in the list of
fields and custom properties and click the corresp

3.7. Testing

This section contains administrative options that are specific to the testing functionality in the system.

3.7.1. Test Case Workflows

Clicking on the fATest CalTestingWading,bringswsthie list of defineduastd e r t
case workflows for the current project. A workflow is a predefined sequence of test cases statuses linked
together by fAworkflow transitionsodo to enable a new
assigned, and tested, as well as to handle exception cases such as the case of a rejected or obsolete test
case. The workflow list screen for the sample project is illustrated below:

Test Case Workflows Library Information Syst
< Change Project
The following test case types exist in the system. You can specify for this project, which workflows will be used for each test case
He
Type Workflow 1D
_] D v
§)  Compat v
‘_] Fun v
5 ratio v
L] L erformance bt
3 " v
5] Regressio v 7
‘_] enar v
3 Shers v
8 U v
) Usability Jetoult Workfioy v 11
There are the various test case workflows available in the project. To add a new workflow, click the Add Workflow link, to edit an
existing workflow, click on the Steps hyperlink
Workflow Name Default Active Workflow # Operations
® Ye WK1 = ne X Delete
+ A

The screen displays a list of all the standard test case types in the system. The associated workflow drop-
down list allows you to specify which workflow the test case type will follow. This is a very powerful
feature since it allows you to configure different workflows for different test case types; i.e. a unit test may
follow a different process than a regression test.

on
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You can have as many workflows as you like in a project, but only one can be marked as the default.

Each test case type must be assigned to a workflow. To modify the name, default flag, and/or active flag

of an existing workflow, change the values in the appropriate text-box, radio-button, or drop-down list and
click the fiSavedo button. To add a n eanewwerkflow wilbber, c I
created with the standard SpiraTeam® steps and transitions.

Note: You can only assign an active workflow to a test case type, and similarly you cannot make a
workflow inactive that is currently linked to a test case type. This is important as all test case types need
to be linked to an active workflow at all times.

3.7.2.1. Edit Workflow Details

Clicking on the 6Stepsd hyperlink of a workflow br
steps and workflow transitions that comprise the workflow:

Default Workflow \

This displays all the test case status steps for this particular workflow

Step Name Transitions Status # Operations

a s -
Default 4 1 4+ Add Tra
x 2>
x 2>
> ) x B + T t
ety [ t x =
2> x 2> +
x >
? + AddTi t
x >
x 2>
2> + Add Tr
x 2
2> x 2> + t

This page lists in the left-most column all the various test case statuses defined in the system. The next
column lists all the possible transitions that can occur from that status. In addition, with each transition is
listed the name of the resulting destination status that the transition leads to. E.g. from the Draft status,
depending on your role (see later) the user can move the test case to either Rejected, or Ready for
Review, depending on which transition the user takes.

Clicking on the name of a step or transition takes you to the appropriate details page (see below) where

you can set the properties of the step or transition respectively. To delete an existing transition, click the

06x button after the tardan sai tnieovn tmames,i td md , click t
Operations column.
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3.7.2.2. Edit Workflow Transition

When you click on the transition name link from the previous screen, you are taken to the workflow
transition details screen:

Approve Test Case (WT 3) edit workflow Transitior

You can change the name and permissions associated with this work flow operation

> Approve Test Case (WT3) >

Workflow Transition Details

Name" Approve Test Case

Require electronic
signature:

Thetoppart of the screen is the fAworkflow browsero whi
workflow as a whole. It displays the current transition in the middle, with the originating and destination
steps listed to either side. Clicking on either task status name will take you to the appropriate workflow

step details page. This allows you to click through the whole workflow from start to finish without having to
return to the workflow details page.

This part of the screen lets you change the name of the transition. If a digital signature from the user is

required to authorize and record the transition, s

In addition, each transition has a series of conditions which need to be satisfied for a user to actually
execute the transition (i.e. move the test case ease from the originating status to the destination status):

Conditions
The following users / roles are allowed to execute this transition

Condition Data

YES

u]
®
<

Users with the specified roles can execute

The conditions section allows you to set three types of user role:

I The author of the test case can be allowed to execute the transition. For example, when a test

case is marked as Ready for Review, the author might be allowed to move it to Ready to Test.

© Copyright 2006-2018, Inflectra Corporation Page 80 of 130 This document contains Inflectra proprietary information




i The owner of the test case can be allowed to execute the transition. For example, when a test
case is marked as Approved, the assignedowner shoul d be the only on
it to Ready for Test.

i A user with a specified role can be allowed to execute the transition regardless of whether they
are the author or owner. For example atuser wi
approve all test cases regardless of ownership status.

You can set any of these conditions by changing the drop-down list and/or check-boxes and clicking
the appropriate ASaveo button.

3.7.2.3. Edit Workflow Step

When you click on the test case status name link from either of the previous screens, you are taken to the
workflow step details screen:

Approved Edit Workflow Step Detai

3 ¥
Approved (4)
> >
The top part of the screen is the Aworkflow browse

as a whole. It displays the current test case status in the middle, with the possible originating and
destination transitions listed to either side. Clicking on either workflow transition name will take you to the
appropriate workflow transition details page. This allows you to click through the whole workflow from
start to finish without having to return to the workflow details page.

This page allows you to define the behavior of the various test case fields (i.e. those that are a standard
part of SpiraTeam® such as Priority):
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Test Case Fields

The following test case fields are hidden/disabled/required at this step in the workflow
Field Mame Hidden Disabled Required
Act. Dur.

Author
Automation Engine
Comments
Component

Descr ption

This page also allows you to define the behavior of the various test case custom properties for this
particular step in the workflow:

Test Case Custom Properties

The following test case custom properties are hidden/disabled/required at this step in the workflow:
Mame Type Hidden Disabled Required

URL Text

Test Typ Lis

Review Owner User

You can set each of the fields/custom properties as being:

I Hidden i The field / custom property will not be displayed when the test case is in this status

I Disabled i The field / custom property will be displayed, but will be greyed-out and read-only

i Required i The field / custom property will be required when the test case is in this status

Note that you cannot set a field/property as being required and either disabled or hidden since this would
prevent a user from ever updating the test case. For example, when a test case is in the Draft status, you
mi ght make the owner field hidden whewilhuttimatelybwnit)aut ho
when it gets to the Ready for Review status, you might make the field enabled and required, and when it

gets to the Approve status, you might make it disabled. This allows you to tailor the information gathered
to the appropriate place in the workflow.

-

To actually make these changes, all you need to do is select the appropriate checkboxes in the list of
fields and custom properties and click the corresp|loni
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3.7.2. Testing Settings

Clicking on thesoATe sntki nqpdRet ttihre Testing heading, Q
administrator and project owner can configure regarding testing. Select from the options displayed (as

il lustrated below) and click ASaved to commit the
Testing Settings
This page allows you to modify the SpiraTeam testing settings:
Display Build During Test Yes
Execution:*
Auto Unassign Tests:" Yes Passing a test case unassigns it from its owner
Yes Completing a test set unassigns it from its owner
Create Default Test Step:” Yes Setting this to "Yes' creates a default test step to all test cases that you create
WorX Integration:” No Setting this to 'Yes' turns on the integration with Autom8 WorX manual testing tool

m I:-‘IIL:

You can enable or disable the following settings:

1 Display Build During Test Execution i During test execution the system can display a drop-
down list of builds associated with the selected release. If you are using SpiraTeam in conjunction
with a build server such as Jenkins/f Hudson, you should choose AYes
hiding the list of builds (to avoid confusing

1 Auto Unassign Tests i When a tester passes an assigned test case or all the test cases in an
assigned test set the system by default will automatically un-assign the test case / test set from
the user. To prevent this from happening, chan

1 Auto create a test step - Automatically creating a default test step on the creation of any test
case

1 Worx Integration T Integrating with the Worx desktop application

3.8. Notifications

This section allows the administrator and project owner to configure email server configuration, emalil
notification content, and when notifications are sent. Server configuration and artifact templates can only
be changed by the system Administrator. However, notification events can be configured by the project
owner.

3.8.1 Email Configuration

The Email Configuration page is split into two sections. The first section covers email notification details,
and the second section configures how email from the application is sent.
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Email Configuration

By default, SpiraTeam will use the default 115 SMTP Virtual Server to send outgoing email notifications to users in the system. However, it can also
be configured to send emails through an external SMTP server directly.

This page allows you to change these mail server settings:

E-Mail Motifications Active?” Yes

f disabled, SpiraTeam will not send out any messages.

From E-Mail Address:* administrator@mycompany.com
ss that emails will be sent from. Replies ss will not be monitored.

Reply-To E-Mail Address:

The Reply-To field that emails sent will contain. Blank will leave header field blank in messages
Send HTML Emails:* Yes

f enabled, emails will be sent out in HTML. Otherwise, plain text.
Allow Users Control of Yes

.. pes

Receiving Emails? f enabled, users will be given the option to deny receiving emails from the system.

Emails From User Addresses?” Yes

fer sent using the Email button will appear from the user that initiated the Email, and not the

System

Send Email Importer No
Separator?”

f enabled, all emails going out will contain the separator needed to clean up replies that are converted into

comments.

1 Email Notifications Active? i Defaults to Yes. If changed to No, the system will not send out
any emails, regardless of other settings. Note that this means that new user requests will not get
sent either.

1 FromEmail Addressi Thi s i s the email address specified

notifications sent from the application.

1 Reply-To Email Addressi Thi s i s the address specified i
emails sent from the application.

1 Send HTML Emails? i Defaults to Yes. This option specifies whether HTML or Plain-Text emails
are sent from the system.

1 Allow Users Control of Receiving Emails? 1 Defaults to Yes. This specifies whether or not a
user can modify their profile to not receive
preference will be enabled and locked out.

a
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Mail Server

Please leave all the following fields empty if you want to use the default IS SMTP Virtual Server:

Host Name: ood.corp.inflectra.com
The SMTP host name of your mail server.
Port Number: 25
The SMTP port number to use. Leave blank to use the default of 25.
SSL Connection: No
User Name:
fyour SMTP server requires authentication, this is your username
Password:
fyour SMTP server requires authentication, this is your password.
Tousethei nt er nal I' 1 S6s default virtual SMTP server

configured to use proper SMTP server and network configuration. If you want the application to contact
an SMTP server directly, use the following fields:

1 Host Name i This is the SMTP server to connect to.
1 Port Number i This is the port number to use, blank uses the default port 25.

9 SSL Connection T Whether or not to use an SSL connection with the server. Be sure that the

SMTP server 6 s SSLledaneahe applitation setver. i s t r ust

1 User Name i When using an authentication method, this is the username to log in as.

1 Password i When using an authentication method, this is the password to use.
Example settings for connecting to Gmail/Google Mail for sending notifications:

x  Host Name: smtp.gmail.com

x  Port Number: 587

x  SSL Connection: Yes

x  User Name: faccountd@gmail.com

x  Password: faccount passwordo

3.8.2 Notification Templates
Notification templates are used by notification events, and are defined system-wide for each artifact type.
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Notification Templates

Here you can specify the e-mail notification templates sent out for each Artifact type. To edit the template, select the Edit Template link.
To send a test e-mail using the template, select the Test Template link. The test e-mail will be sent using the first item in the project.

Artifact Type Prefix Operations

Document DC ZEdit EdTest
Incident IN @Edit  ETest
Requirement RQ ¢ Edit EATest
Task TK @Edit  ETest
Test Case TC ZEdit EdTest
Test Set TX @Edit  ETest

To edit a template, click the Edit button. To send a test email naotification to yourself using the specified
template, click the Test button.

Clicking the Edit button will take you to a page similar to the following. Depending on the artifact type you
selected, the list of available fields will vary.

Notification Templates requirement
€ Return to Template List

The template below will be sent whenever an event is matched for an artifact Requirement. Tokens in the template will be substituted when an e-
mail is set. Otherwise, the template will be sent as-is to assigned users and roles.

Format - B I U T, = := E|y e M E B = @ =3I [Bsource
${P rod uct} A Requirement has changed

Requirement: ${Name} in project "${ProjectName}"

D ${1D#}
Cwner: ${Owner}
S{importance}

${RequirementType}

${RequirementStatus}

(Display Email Template Field Tokens)

On this screen you are presented with the same rich text editor available elsewhere in the application.
Displayed in it is the current template (with template tags showing) for the artifact. Template tags start
with a $ (dollar sign) and then a string name enclosed in {} parentheses. When email notifications are
sent, tokens will be replaced with specific information from the artifact that the notification is being sent
for. Invalid tokens will be stripped from the template text. Clickingt he | i nk A ( Di spl ay Em
Tokenso to see a | iisdertindthedexttzox foradsy selecting dn@ adisng.t o

ai
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Email Notification Tokens

1

The following are all available tokens for Requirements and their meanings. Tokens not in this list will be taken out of the final
message. Click on a token to insert it into the current cursor position in the editor above.

’ ${Author} The name of the Author ${Comments} The requirement comments
${Component The component the requirement is a part of  ${Description} Descriptive text
${EstimatePoints} The estimate in story/function points ${lmportance} The current Importance
${Namel MName of the Requirement ${Owner} The name of the Owner
${Releasel The Requirement's Assigned Release. ${RequirementStatus! The current Status

${ReqguirementType} The requirement type

${TaskEstimatedEffort] Assigned Task's planned effort in HH:MM ${TaskProjectedEffort] Assigned Task's projected effort

Assigned Task's actual effort in HH:MM

${TaskRemainingEffort} Assigned Task's remaining effort ${URL} URL to link to artifact.
${MNotifyTol The notification receiver's name. ${Product} The name of the application.
${ProjectName} The name of the project. $ID#} The ID# of the item.

If HTML notifications are disabled, the template will be converted to plain text before sending.

When finished, click the update button to save your new template. The new template will take effect
immediately.

3.8.3 Notification Events

The Notification Events section is where project managers can set up when and to whom notifications are
sent out to users of the system. Clicking on the Notification Event link will present you with a list of all
events defined for the current project:

Notification Events Library Information System

£ Change Project

The following notification events have been defined for this project. To activate or deactivate an event or change assigned fields or users, click the
'Edit’ link.

+ Add

Event Name Artifact On Creation? Active? Operations

Incident: Newly Created Incident Yes Yes & Edit X Delete
Incident: Owner Assigned Incident No Yes (£ Edit | X Delete
Requirement: Newly Created Requirement Yes Yes  Edit X Delete
Requirement: Owner Assigned / Importance Requirement Mo Yes & Edit X Delete
Task: Newly Created Task Yes Yes (£ Edit X Delete
Task: Owner or Priority Changed Task No Yes # Edit X Delete
Test Case: Executed Test Case No Yes Z Edit | % Delete
Test Set: Execution Changed Test Set No Yes # Edit %X Delete
Test Set: Mewly Created Test Set Yes Yes & Edit X Delete

Naote that these events do not override nor cancel any notifications configured for Incident Workflows. To adjust settings based on Incident
Status changes and workflow steps, please go to the View/Edit Workflow page.

Go to Edit Workflows
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Note: These events can handle all changes to any of the artifacts except changes handled by Status
changes to Incidents. Incident status changes are handled through the Workflow configuration.

When clicking on the Edit or Add buttons, you will be presented with the event details screen:

Incident: Newly Created notification Events

€ Back to Notification Event List

Event details are listed below. You can edit the fields and users and whether or not this event is fired on creation, but once created the Artifact
Type cannot be changed.

Once finished, click [Save] or [Insert] to save your changes.

Event Name:" Incident: Newly Created
Artifact Type:* Incident
This event will be attached to this artifact type
On Creation?:" Yes
Whether this event is fired on a new artifact creation.
Subject Line:" ${Product}- A new incident has been opened in ${ProjectName}
The subject-line of the e-mail notification. Tokens used in the email template can be used in the subject line.

(Display Email Subject Special Tokens)

Configuration:
Artifact Fields Users and Project Roles
The top section defines general configuration items for the event:
1 Event Name: used to name the event, only used for administrative purposes.

1 Artifact Type: The artifact type this event is attached to. Once an event is created, the artifact
type cannot be changed.

1 On Creation? If set to yes, this event will fire when an artifact is created, as well as when any
configured fields are changed.

1 Active? If set to yes, this event is active and will send notifications when configured fields are
modified.

1 Subject Line: The subject line of the notification email.

The Artifact Fields will let you configure which fields will cause this notification to send an email
natification:
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Artifact Fields Users and Project Roles

This event will be active if any of the selected fields are changed.

Field Notify On Change?
Actual Effort
Fixed Build
Closed On

% Complete
Component
Description
Detected Release
Est. Effort

Type

Mame

Detected By
Owned By
Priority
Remaining Effort
Comments
Resolved Release
Sewverity

Started On
Verified Release

Selected fields are treated in an OR-based query, so that if you have two or more fields checked for an
event, the event will send a notification if either of the two fields are changed. Depending on the artifact
type configured above, the available fields will vary.

The last section is the configuration of whom to send the notifications to:

Artifact Fields Users and Project Roles

When a selected field is changed, the following users or roles will be notified.

User / Project Role Enabled?
Artifact Opener or Creator: Ld

Artifact Owner:

Project Roles:

Project Owner: Ld
Manager:

Developer:

Tester:

Observer:

Incident User:
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If a user belongs to more than one group or they have manually signed up to receive notifications to any
changes in the artifact, they will only receive one notification for the artifact change.

3.9. Documents

SpiraTeam® includes a built-in web-based document management system that allows you to upload and
share documents between project team members. These documents are stored in folders, categorized by
a series of user-defined meta-tags and can also be associated with other artifacts in the system (e.g.
requirements, incidents, etc.).

The set of administrative options | ocated under th
configure how the documents are organized in their particular project.
3.9.1. Edit Document Types
When users upload documents into a SpiraTeam project, they are required to specify the type of
document that is being uploaded. The list of document types is configurable by the Project Owner for
each individual project.
When you click on Documents fEdit Typesq you can edit the list of types available:

Edit Document Types Library Information System

< Change Project
The following document types have been created in this project. Please make any changes and click [Add] or [Save].
To remove an existing document type just make it inactive by setting its Active flag to No.
Displaying: | Al Active v

1D Name Description Default Active

D12 Functional Specification Functional specification for the system. Can be perf e Yes

DTé& Screen Layout Yes

DT3 Screen Shot Yes

DT4 Stack Trace Yes

DTS UML Diagram UML documents such as sequence diagram, state di Yes

B3 -
By default, each project wil!l be created with a si
additional document types and/or change the name of the ones already created. If you decide that you no
longer want to use a specific document type, you calfl
The only requirement is that each project needs to have at least one active document type available, and
that there is one active type designated as the default type. The default type is the option that will be
initially selected when a user uploads a file / URL to the project.
3.9.2. Edit Document Folders
I n addition to associating the documents in the sy

organized into a hierarchy of folders. Clicking on Documents fEdit Foldersoallows the Project Owner to
create / modify the folder structure into which users can upload the documents for sharing and
collaboration:

ngl
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Edit Document Folders Library Information System

< Change Project

The following document folders have been created in this project. Please click on the link to edit an existing folder, or click on the [Add] button to
create a new folder in the project:

1D Name Operations

DF1 = Root Folder [ Edit ¥ Delete
DF14 = CreateNewAuthor (# Edit X Delete
DF15 = CreateNewBook & Edit X Delete
DF? &= Design Documents # Edit X Delete
DF14 &= EditExistingAuthor [ Edit X Delete
DF17 (= EditExistingBook (# Edit X Delete
DF8 = Misc Documents & Edit X Delete
DF3 = Screen Captures # Edit X Delete
DF2 = Specifications (# Edit % Delete
DF4 (= Test Results (# Edit % Delete
DF5 = Error Messages & Edit X Delete
DFé& = Web Links # Edit X Delete
DF12 = Test Scripts [ Edit ¥ Delete

Initially, new projects are cFehtedowi thdar st hgbef

the [Add] button to add additional folders, AEdit
or fiDel eted to per madlotethatdelgtingadoider with reraovefalbils subfalders and
any documents contained in the folder and subfolders.

When you click on either [Add] or [Edit], you will be taken to the following screen that allows you to edit
the details of the new/modified folder:

The first field allows you to specify the name of the folder as it will be displayed to users in the system,
and the second field allows you to tell the system which parent folder should contain the new folder. You
cannot make the root folder a child of an existing folder, and there can only be a single root folder per
project.
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